


Analise de comprometimento

Muito material sobre ferramentas e técnicas de analise.
Pouca troca automatizada de informacao na fase de relatério.

Adotar estrutura comum de reporte possibilita a automacao de deteccgao e
resposta.



Passos de gerenciamento de incidente

1.
2.
3.
4.
d.
6.

Preparacao

|dentificacao

Contencao

Erradicacao

Recuperacao

Aprendizado e prevencao << baixo indice de automacao e
compartilhamento



OpenlOC

Desenvolvido pela Mandiant

Framework de cddigo aberto

Pode ser escrito a mao, mas tem o OpenlOC Editor.
Baseado em XML

Vantagem de ser lido por humanos e maquinas
Usado para reportar artefatos

Baseado em metadados



OpenlOC X STIX

STIX JAXIL

A structured language for cyber threat intelligence A transport mechanism for sharing cyber threat intelligence

Criado e mantido pela OASIS Cyber Threat Intelligence Technical Committee
Suportea TLP

Reporta a ameaca em alto nivel (inclusive artefatos)

Baseado e dominios e relacionamentos (SDO - 18 atualmente e SRO - 2
atualmente)

JSON (a versao 1 era XML)



MISP para ambientes heterogéneos

e Opensource
e Capacidade de organizar estruturas complexas
e Exporta para todo tipo de padrao: IDS (Suricata, Snort, Bro), OpenlOC, STIX,

plain text, CSV, MISP XML, JSON g
misp-project.org M Isp ]

Threat Sharing



Coleta de atividades e metadados

Areas para coleta:

REMnux - MS
Sysinternals / PEID / e Metadados de armazenamento
XPELister / RegShot e Processos
e Registros
e Chamadas de API
e Atividade de rede (URLs e beacons sao os
principais)

e Rastros no FS e no sistema



Metadados em destaque

Sempre use hashes em OR por conta da mutabilidade do malware

Foque mais nos rastros produzidos e nos padrdes de atividades (intervalos de
tempo, arquivos manipulados, APls invocadas, padrdes de URLSs). Ou seja, veja
mais os efeitos do que o artefato em si!

OpenlOC consegue dar um bom suporte na descricao de efeitos.



I¥ 10Ce for OpenlOC-1.13.2.0 - C:\Users\IEUser\Desktop\ioc
File  Search Tools Help

Name Created Updated S.. G. Name: |Sniffer addidas.com I Type RS i
Sniffer addidas.com 2024-01... 2024_.. e.. Kb |Neo Vedder | Eauc Sniffer
link web virustotal.com/asdjoiwgdOqwe

GUID: |e388c6a6-bl0ob-42b4-a£99-c2e0ad2cliel |

Created: |2024-01-11 01:07:332 |

Modffied: [2024-01-11 01:07:332 |

Description:
IOC de sniffer identificado na rede 172/Escritorio de Lagarto, que reporta para cousin domain addidas.com

Add: AND OR Iltem ~

=~ OR
ngetwork String URI *Unsupported* contains "addidas.com"
~Network String URI *Unsupported* contains "abdidas.com"
§~---Netwozk String URI *Unsupported* contains "adbidas.com"
E- AND
%----Not Network String URI *Unsupported* contains "adidas.com"
Ema:.l Attachment Name *Unsupported* ends-with "*_pdf"
B-or
- Port Remote IP is "25"
" Port Remote IP is "525"




GUID: [es88c€ae-b10
Moshet: [s224-01-11 9

Description:

I0C de sniffer identificado n

Add: AND OR |ltem ~

E-0r

Network String
Network String
Network String
- AND

‘-Not Network

-Email Attac|
= OR

Port Rem(

t Rem

“r Favorites

Agentinfo
ArpEntryltem
Configinfo
CookieHistoryltem
Diskltem
DnsEntryltem
Driverltem

Email

eventltem

EventLo
wnloadHistoryltem
Fileltem

FormHistoryltem
Groupltem

Hiveltem

Hookltem

Log

Moduleltem

Network

Persistenceltem

Reference  Address

jory Sniffer

web virustotal.com/asdjoiwqdOqwe

para cousin domain addidas.com

lddidas.com"
ibdidas.com"
dbidas.com"

ains "adidas.com"
with "*.pdf"

Name: |Sn‘|ﬁ‘er addidas.com

| Type

Author: [Neo Vedder

link

GUID: [e988c€a€-b10b-42b4-az95-c2e0ad2cl0en |

Created: I2024-01-11 01:07:33Z2

Modified: |2024-01-11 01:07:332

| category

Reference  Address
Sniffer

web virustotal. com/asdjoiwqdOqwe

Description:

10C de sniffer identificado na rede 172/Escritorio de Lagarto, que reporta para cousin domain addidas.com

Add: AND OR ltem ~

Portltem

Prefetchltem
Processltem
QuarantineEventitem
Quarantinelistitem
Registryltem
RouteEntryltem
Serviceltem
ShellHistoryltem
Snort

Syslog
Systeminfoltem
SystemRestoreltem
Taskltem
UrlHistoryltem

Port Creation Time [Win] *Deprecated®
Port is IPv6 [0SX] [Linux]

Port Local IP
Port Local Port
Port Path

Port PID

Port Process
Port Protocol

Port Remote IP

Port Remote Port
Port State

=-0R

E-AND

=-0rR

Port Remote IP is

nagw

i~ Network String URI *Unsupported* contains "addidas.com"
-Network String URI
-Network String URI

*Unsupported* contains "abdidas.com"
*Unsupported* contains "adbidas.com"

i~ Not Network String URI *Unsupported* contains "adidas.com"
Email Attachment Name *Unsupported* ends-with "*.pdf"

Add Item
Add Logic
Add Another

Change Term

Alt+N

Change Condition

> contains

Toggle Negation
Toggle Case Sensitivity

Delete

Alt+G
Alt+C

is
matches
starts-with

[ ends-with

greater-than

less-than




I.', JLertor UpenlUL- 32U - L

File Search Tools Help

| Name Created Updated
Sniffer addidas.com 2024-01-11 01:07:33Z 2024-01-11

Name: ISn'rffer addidas.com Type Ref...

Address

category Sniffer

Sniffer addidas.com 2024-01-11 01:07:33Z 2024-01-11

Author: INeo Vedder

GUID: |esa9ceae—blDb—42b4—afss—c2eoad2c10eo |

Created: |2024—01—11 01:07:33Z2 |

Modffied: Izozq—ol—n 01:43:402 |

link

web

virustotal.com/asdjoiwqdOqwe

Description:

I0C de sniffer identificado na rede 172/Escritorio de Lagarto, que reporta para cousin domain addidas.com

Add: AND OR ltem ~

I¥ 10C Diff

IBniffer addidas.com

I Sniffer addidas.com

=-0or

|- AND

= OR

-Port Remote IP is "25"

Network String URI *Unsupported* contains "addidas.com
Network String URI *Unsupported* contains "abdidas.com
Network String URI *Unsupported* contains "adbidas.com

Not Network String URI *Unsupported* contains "adidg
i~Email Attachment Name *Unsupported* ends-with "*_pdj

=-0oRr

|- AND
i Not Network String URI *Unsupported*

Network String URI *Unsupported*

i~ Network String URI *Unsupported*

-Network String URI *Unsupported*

i~ Email Attachment Name *Unsupported*

- OR

Port Remote IP is "25"

contains
contains
contains

"addidas.com"
"abdidas.com"

"adbidas.com"

contains "adidas.
ends-with "*_pd£f"




I¥ 10Ce for OpenlOC-1.1 3.2.0 - C:\Users\IEUser\Desktop\ioc

File Search Tools Help

Name Created Updated

OpenlOC Logi... 2024-01-1101:4... 2024-01-11 01:5...
Sniffer addidas.com 2024-01-11 01:07:33Z 2024-01-11 01:42:39Z
Sniffer addidas.com 2024-01-11 01:07:33Z 2024-01-11 01:43:40Z

Loaded I0Cs: 3 | Unsaved 10Cs: 1

Name: [OpenlOC Logical If 7. |5.|A.
Author: [Neo Vedder |

GUID: |GOabbeeo—e9de—4c7e—3923—1d92123e7ad7 |

Created: |zoz4—01—11 01:49:41Z |

Modfied: [2024-01-11 01:58:112 |

Description:

Take in mind the logical for comect match

Add: AND OR ltem ~

E-0rR
E'---Network DNS *Unsupported* contains "1.1.1.1"
§~~~Network DNS *Unsupported* contains "1.0.0.1"
E] OR
i~ File MDS is "A35930B93D3057493EF35€7395BC3COF"
E- AND
‘..DNS Time to Live [Win] is "30"




Indicator of Compromise
A

File Name: uddi32.exe |} Simple expression

Flle Name: aic32ux.sys |

File Name: b232¢ee.msi

Process Handle Name: wi.UDA995 . 2. org

MDS: D42A589FS8F9BASCACAAG5CCA9083299

Registry Path: version

Registry Text: 5,1,3802,0

Registry Path Contains: SOF TWARE \Microsoft\Active
Setup\Installed Components) J
Registry Text: Microsoft VM » Complex expression
Registry Path Contains:{ 6D81B852-B649-B42D-
B101-EBBECOE37168} ] ol
File Size: 45,568 |

Complie Time: 2009-05-18 07:23:37Z )




