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Introducao

* Assembly
Registradores
EAX (Acumulador) EBX (Base)
ECX (Counter) EDX (Data)
ESI (Source Index) EDI (Destination Index)
ESP (Stack Pointer) EBP (Base Pointer)
- I
Operacoes Saltos
MOV ADD / INC IS - JEaIs)
(Copiar valores) | (Aritimética) (Incondicional) qu
JG /JGE JL/JLE
XOR CMP
(Bit-a-bit) (Comparagao) (Greater / G. Or (Less /L. Or
Equals) Equals)




Introducao

° Assemb|y soma_ate_dez():
push rbp
mov rbp, rsp
' . - mov DWORD PTR [rbp-8], 6
O N mov DWORD PTR [rbp-12], 2
%nt a = 6; mov edx, DWORD PTR [rbp-8]
%nt b o= 2s mov eax, DWORD PTR [rbp-12]
%nt c = a+b; add eax, edx
if (c > 1?){ mov DWORD PTR [rbp-4], eax
c = 0; cmp DWORD PTR [rbp-4], 1@
} jle =12
return c; mov DWORD PTR [rbp-4], ©
} 5 -
mov eax, DWORD PTR [rbp-4]
pop rbp

ret



Ofuscacao
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Ofuscacao

* Avoiding static strings

char s01="C’;
char se2=
char se3="
char s@4='
char ;
char
char
char
char
char

char

char* = s@1 + sB2 + sB3 + s@4 + s85 + s86 +
s@/ + s88 + s09 + s1@ + sll;

hGetProcIDDLL = Lo: ary(sl2);



Debugging

* Processo de Debugging

FET cC int3

‘CES23D8B cc ints3
:Cgs;ipc 2 48:83EC =8 sub rsp,38

. 48:8D0D 51060000 | 1ea rcx,qword ptr ds: [<_RTC_Terminates]

ES BBFEFFFF €all <x64dbg.atexit>

SB0OS 2A330000 mov eax,dword ptr ds:[<_newmode>]

44:8B0D 1F330000 |mov r2d,dword ptr ds:[<_dowildcards] X64db
8305 95200000 mov dword ptr ds:[<startinfo>],eax

48:8D05 SE2D0000 | Tea rax,qword ptr ds:[<startinfo>]
4C:8D05 78200000 | 1ea rs,qword ptr ds:[<envp>]
48:8D15 &C2D0000 | Tea rdx,qword ptr ds:[<argv>]
48:8D0D 61200000 | 1ea rcx,qword ptr ds:[<argc>]

48:894424 20 mov qword ptr ss:frsp+20§,rax

FF15 7AOQDOOODO €all gword ptr ds:[<& getmainargs:>]
8905 642D0000 mov dword ptr ds: [<argret>],eax

85C0 test eax,eax

o 79 DA jns x64dbg.7FF7CCES243A




Debugging

* Processo de Debugging

LINUX
gdb (PEDA

plugin)

ORD PTR
4
WORD PTR [eax]

e:
e
e
e




Debugging

* Processo de Debugging

« Single-Stepping

mov edi, DWORD 00406904

mov ecx, oxod
LOC 04010682

XO0x [edi], ox9C
inc edi

loopw  LOC 040106B2

DWORD:00406904:  F8FDF3D0©



Debugging

* Processo de Debugging

« Stepping Over

mov edi, DWORD 00406904
mov ecx, 0Oxod
LOC_040106B2

XO0T [edi], ox9C

inc edi

loopw  LOC 040106B2

DWORD : 00406904 :

F8FDF3D0O®

o
o
<
o
o
o

« Stepping Into

call
Ymov
cmp
jnz
call
cmp

GetSystemDefaultLCID
[ebp+var 4], eax
[ebp+var 4], 409h
short loc_411360

sub 411037
[ebp+var 4], 411h

O

O

z%/
/

X0r ecx, ecx
add ecx, eax
push eax &
ret

<
o
o



Debugging

* Processo de Debugging

« Breakpoints

mov edi, DWORD 00406904

mov ecx, 0xod
LOC_040106B2

XO0r [edi], 0ox9C
inc edi

loopw  LOC 040106B2

DWORD : 00406904 :

F8FDF3D0®

* Modificar Execucéao

call
dmov
cmp
jnz
call
cmp
qZ
cmp
jnz
call
cmp
jnz
call

GetSystemDefaultLCID
[ebp+var 4], eax
[ebp+var 4], 409h
short loc_411360
sub_411037
[ebp+var 4], 411h
short loc 411372
[ebp+var 4], 421h
short loc 411377
sub_41100F
[ebp+var 4], 0C04h
short loc 411385
sub_41100A




Anti-Debugging / Anti-VM

* [IsDebuggerPresent

IsDebuggerPresent function
(debugapi.h)

. .
Article - ¢) Feedback

Determines whether the calling process is being debugged by a user-mode debugger.

Return value

If the current process is running in the context of a debugger, the return value is nonzero.

If the current process is not running in the context of a debugger, the return value is zero.



Anti-Debugging / Anti-VM

| NtGIObaIFIag -
Process Environment

20




Anti-Debugging / Anti-VM

» Sleep / GetTickCount

// Do something
=p(5000) ;

// Do something
(5008) ;

// Do something

(5000) ;

'/ Do something
(5000) ;

'/ Do something
(5000) ;

currentTime = Ge

// Do something

// Detect time difference

. 1t() - currentTime

("Debug detected!!!™);
(1);

. 1000 )




Anti-Debugging / Anti-VM

 Detect VM

ab E
Mk enpnes 1% Windows Task Manager =NECIN
File Options View " - "
P File Options View Help
Processes Performance App history Startup Users Details Services —
Processes ’ Services | Performance | Networking | Users |
& 75% 92%
Mame Status CPU Memory Image Mame CPU Memory Command Line
¥4 VirtualBox Guest Additions Tray .. 0% 0.7 MB sychost, exe a0 203K C:\Windows'\System32isvchost.exe
IMF.exe 11 36, 774K C:\Program Files\[Obit\IObit Malware Fighter \IMF.exe
e i . :
¢ VirtualBox Guest Additions Servi... 0% 0.7 MB : vmtoolsd.exe I oo 132,007 K  C:\Program Files\ProgramData\VMware \VMware Tools. ..
i Usermode Font Driver Host 0% 0.1 MB flvoa_tray.exe b i} 233K C:'Program Files\Fresco Logic\Fresco Logic USE Displa. ..
atiechoc, exe a0 191K C:\Windows'\System32\DriverStore\FileRepositoryiud...
[#5] Updateability From SCM 0% 0.9 MB

* Vmtoolsd.exe

* Vmwaretrat.exe
* Vmwareuser.exe
* Vmacthlp.exe



Exemplo pratico

 Code
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