
[ AFK.conf ]
Windows Internals 101



PS > ls env:

● Offensive Security Accenture
● Twitter / GitHub @g0ttfrid
● Linkedin in/yurimaia



PS > Agenda

● Process, Threads and Handles
● Windows API (Win32 API)
● User Mode vs Kernel Mode
● Syscalls



PS > Process, Threads and Handles

● Program > Process
● Resources



PS > Process, Threads and Handles

● Address Space



PS > Process, Threads and Handles

● Threads



PS > Process, Threads and Handles

● Context Switch



PS > Windows API (Win32 API)

● Host enumeration
● Starting processes
● Process injection
● Token manipulation
● And more…





PS > User Mode vs Kernel Mode

● User apps
● S.O. Services





PS > Syscalls

● Access to hardware such as scanners and printers 
● Network connections for sending and receiving data packets
● Reading and writing files
● and more…





Hands-on



PS > refs

https://training.zeropointsecurity.co.uk/courses/red-team-ops-ii
https://learn.microsoft.com/pt-br/windows/win32/procthread/about-processes-and-threads
https://synzack.github.io/Blinding-EDR-On-Windows/
https://www.outflank.nl/blog/2019/06/19/red-team-tactics-combining-direct-system-calls-and-srdi-to-bypass-av-edr/
https://redops.at/en/blog/direct-syscalls-a-journey-from-high-to-low

https://training.zeropointsecurity.co.uk/courses/red-team-ops-ii
https://synzack.github.io/Blinding-EDR-On-Windows/
https://www.outflank.nl/blog/2019/06/19/red-team-tactics-combining-direct-system-calls-and-srdi-to-bypass-av-edr/
https://redops.at/en/blog/direct-syscalls-a-journey-from-high-to-low

