MalDev Essentials: Process Injection
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PS > Is env:

e Offensive Security Accenture
e Twitter / GitHub @qgOttfrid
e Linkedin in/yurimaia




PS > Agenda

Process Injection

WInAPI

P/Invoke

Process Hollowing

Blue Team considerations



PS > Process Injection

e Escape from short-live process
e Change work context (eg. word.exe)
e (C2 channel (TOON rule)



PS > Process Injection 101
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PS > WinAPI | MSDN
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OpenProcess
VirtualAllocEx
WriteProcessMemory
CreateRemoteThread

OpenProcess function
(processthreadsapi.h)

Article - 10/31/2022

In this article

Syntax
Parameters
Return value

Remarks

Show 2 more

Opens an existing local process object.

Syntax

C++

HANDLE OpenProcess(

[in] DWORD dwDesiredAccess,
[in] BOOL bInheritHandle,
[in] DWORD dwProcessId

)s

Parameters

[in] dwDesiredAccess

& Feedback

QCopy

The access to the process object. This access right is checked against the security descriptor for



PS > WInAPI | Managed and Unmanaged Code
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S > P/Invoke

What is PInvoke.net? WWW. p| Nnvo ke . net

A wiki for developers

Plnvoke.net is primarily a wiki, allowing developers to find, edit and add Pinvoke* signatures, user-defined types, and any other informatios
unmanaged APIs from managed code (written in languages such as C#)

NET developers worldwide can easily contribute to the community, sharing their valuable knowledge, whenever they have time to do so.
New to Wikis? Try the Playground to experiment with the editing process
Copy and paste your way to productivity

rtain things just can't be done natively in some languages, and developers have to drill down to the OS APL. This is achieved through .N{
functionality, which requires declarations to be supplied by the developer. Manually defining and using Pinvoke signatures is an error-prong
Plnvoke.net supplies you tried and tested signatures and type definitions, so that you don't have to spend time writing them from scrat

Access PInvoke.net directly from Visual Studio

/e provide an Add-in to Visual Studio 2019 - 2022, to make the insertion of Plnvoke signatures an easy, fast operation. D

TOOLS TEST ANTS .NETDEMON = PINVOKENET = .NETREFLECTOR ANA
- (|| eats hmIE = | Insert PInvoke Signature:

Go to Plnvoke.net
B I ConnectForm.cs [Design,

QueryBee.ConnectForm - @ ConnectForm(

m_hotkey 3
m_hotkey. Shortcut
m_hotkey.Pressed += m_trayIcon_DoubleClick;

//set up an event handl
Resize += connectForm_Resize;

//And hide to start h
Visible = false;

Plnvoke.net

redgate.

Enums 5 the COM kbrary on the curent thread and identifies the concumency model
COINIT thread apatment (STA).
&

Search resuts: Function description:

P P/invoke

README

Code-generated P/Invoke signatures.

ADVAPI32
AdjustTokenGroups

AdjustTokenPrivileges

Considering throwing a if you find this useful.

ChangeServiceConfigW!

CloseServiceHandle

ControlService

CreateProcessAsUserW

CreateProcessWithTokenW

CreateServiceW

CryptDecrypt

CryptEncrypt

DeleteService

DuplicateTokenEx

GetTokenInformation

ImpersonateLoggedOnUser .

o WWW p invo ke d ev
. .

LogonUserW

OpenProcessToken

OpenSCManagerW

enServiceW

Q search
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PS > Process Hollowing

e Migration problem
e Create Process API
o Creates the virtual memory space for the new process

o Allocates the stack along with the Thread Environment Block
(TEB)264 and the Process Environment Block (PEB)

o Loads the required DLLs and the EXE into memory



PS > Process Hollowing
1. Create process (SUSPENDED)
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3. Copy shelleode
shellcode =5~

J 4, Resume execution

=<1 Y,




TAIKIS: GHEAI’
Ir

.

SHOW ME THE(CODE




PS > Blue Team considerations
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https://learn.microsoft.com/en-us/windows/win32/api/
https://learn.microsoft.com/en-us/dotnet/standard/native-interop/pinvoke
https://medium.com/@matterpreter/offensive-p-invoke-leveraging-the-win32-api-from-managed-code-7eef4fdef16d
https://cryptOace.qithub.io/posts/Shellcode-Injection-Techniques-Part-2/
https://www.ired.team/offensive-security/code-injection-process-injection

https://redcanary.com/threat-detection-report/techniques/process-injection/
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https://institute.sektor7.net/view/courses/red-team-operator-malware-development-essentials
https://training.zeropointsecurity.co.uk/courses/red-team-ops-ii
https://www.offsec.com/courses/pen-300/
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