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EDR Arch 101: API Hooking



PS > ls env:

● Offensive Security Redwolves
● Twitter / GitHub @g0ttfrid
● Linkedin in/yurimaia



PS > Agenda

● EDR Architecture
● API Hooking



PS > Components

● The agent
○ Sensors
○ Telemetry
○ Detections

● Server (EDR dashboard || SIEM)



PS > Agent Design - Basic

● Static scanner
● Hooking DLL
● Kernel drive
● Agent service



PS > Agent Design - Intermediate

● Network filter drivers
● File system filter drivers
● ETW consumers
● ELAM components



PS > Agent Design - Intermediate



PS > Agent Design - Advanced

● Hipervisors
● Adversary deception



PS > The challenges of EDR evasion

Execution != (Bypass||Evasion)





PS > API Hooking



PS > API Hooking

● PoC



PS > refs

Evading EDR: The Definitive Guide to Defeating Endpoint Detection Systems.: Hand, Matt: 9781718503342: Amazon.com: Books
Endpoint Detection and Response: How Hackers Have Evolved | Optiv
Blinding EDR On Windows - Red Team Blog
A blueprint for evading industry leading endpoint protection in 2022 | Vincent Van Mieghem
A story about tampering EDRs - RedOps
A tale of EDR bypass methods | S3cur3Th1sSh1t
Direct Syscalls vs Indirect Syscalls - RedOps - English
Bypassing User-Mode Hooks and Direct Invocation of System Calls for Red Teams - MDSec
https://github.com/microsoft/Detours/wiki/
0x09AL/RdpThief: Extracting Clear Text Passwords from mstsc.exe using API Hooking.

https://www.amazon.com/Evading-EDR-Definitive-Defeating-Detection/dp/1718503342
https://www.optiv.com/insights/source-zero/blog/endpoint-detection-and-response-how-hackers-have-evolved
https://synzack.github.io/Blinding-EDR-On-Windows/
https://vanmieghem.io/blueprint-for-evading-edr-in-2022/
https://redops.at/blog/a-story-about-tampering-edrs
https://s3cur3th1ssh1t.github.io/A-tale-of-EDR-bypass-methods/
https://redops.at/en/blog/direct-syscalls-vs-indirect-syscalls
https://www.mdsec.co.uk/2020/12/bypassing-user-mode-hooks-and-direct-invocation-of-system-calls-for-red-teams/
https://github.com/microsoft/Detours/wiki/
https://github.com/0x09AL/RdpThief

